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Entire Kernel Mode Driver List of xAurora 



Detailed Overview of the Drivers 
 
(1). xAurora-FileSystemProtection 

 
- Providing Tight File System Security for NTFS/FAT  
- Loads Anti-Disk/File Hooks Protection for Windows Kernel 
- Stops ROOTKIT / SHELLCODE Hooks to Kernel 
- Loads xAurora to Separate Virtual Spaces in Windows (xAurora Never loads to  
   Standard Disk Space Allocated by Windows for better protection)   

 
There are four methods, 

- Virtual Memory 
- Slack Space 
- ADS – Alternate Data Stream (NTFS Only) 
- Unallocated Area – Using (Dynamic Live Virtual FAT – DLV-FAT) 

   Any hard drive contains 8Mb Non Allocated Space which can not be used  
   by any other program, xAurora creates 6 Mb DLV-FAT on the particular  
   place for extreme Access Protection   
 
(2). xAuroraGetKernelBase 
 

- Initialize xAurora Web Kernel with Windows Kernel 
- Initialize xAurora Web Kernel Hooks to USER MODE xAurora Stub 
- Hook NTDLL.DLL Marshall Libraries Hooks to xAurora Stealth Mode Drivers 
- Get all the IMPORT TABLE and EXPORT TABLE entries and initialize all  
- Re-Initialize and Flush all the initialized hooks with Kernel and Marshall 
- Close all unwanted hook and unbound the broken hooks with Kernel 
- Make the link between xAurora Kernel mode drivers with Windows Kernel 
- Unhooking and flushing all non standard Windows library hooks 
- Hooking with HTTPAPI.DLL, WINHTTP.DLL, HTTPEXT.DLL, HTTPMB51.DLL, 
HTTPOD51.DLL and HTTPMLIB.DLL 

- Bridging with Microsoft HTTP Stack Kernel Device Driver - HTTP.SYS      
 



(3). xAurora-HTTP-VirtualDisk 
 

- Web contents processing Virtual Container Driver 
- Optimize Rendered Web contents and manipulate them initialize 
- xAurora HTTP Web Cache and TCP/IP Stack processing cache initialize 
- Virtual Storage for Artificial Intelligence analysis statistical data 
- Creating Anti-Malware environment in xAurora Web Space 
- Cache container for the xAurora Kernel Mode Device Drivers 
- Repair and Reinitialize broken xAurora Device Drivers 
- Maintain and Flush xAurora Device Driver Cache 
- Bind and Unbind Kernel Mode/User Mode Hooking Cache Libraries 
- Quarantine Detected Malicious contents and Flush them when exiting    
 

(4). xAuroraKernel-GDT(GlobalDescriptorTable)-Stub 
 

- Handle Environment Global Functionalities of the browser 
- Handle Global Kernel and User hooks 
- Maintain Kernel Descriptor Tables 
- Manage User Mode Global Descriptors 
- Marshalling User Mode to Kernel Mode 
- Global Hooking and Unhooking 
- Kernel Descriptor Table initialize 
- Initializing Stealth Mode GDT(s) in Kernel Mode 
- Bridging with IDT(s) and SDT(s) 
- Analyze Kernel Mode Stealth GDT(s) with Win32 Native API(s)  

 
(5). xAuroraKernel-IDT(InterruptDescriptorTable)-Stub 
 

- Handle Environment Interrupts 
- Initialize INT3 Anti-Debug Core 
- Anti-Debug Interrupt Table Realignment 
- Set Software and Hardware Breakpoints 
- Initialize Breakpoint Buffers  
- Bypass Windows Software Interrupts 
- Kernel Mode Stealth IRQ Handling 
- IDT(s) Unhooking with Windows Kernel 
- Bridging with GDT(s) and SDT(s) 
- Interrupt Vector Table Debugging with Smart Initialize Hooking Libraries  
 



(6). xAuroraKernel-SDT(ServiceDescriptorTable)-Stub 
 

- Handle Service Oriented Descriptors 
- Windows Service Level Hooking 
- Ring-0 and Ring-1 Mode Bridging 
- Enforce to release the Software Breakpoints 
- Reallocate Windows Service Level Buffering for xAurora  
- Marshal NTDLL.DLL protection enforcing 
- xAurora Local Descriptor Table handling 
- Remove malfunctioned Core Service Level Threads and Hooks 
- Bridging with IDT(s) and GDT(s) 
- Anti-Service Level Debug process handling   

 
(7). xAuroraMemoryManager 

 
- Memory manipulation in xAurora environment 
- Anti-Memory Debug Process hooking 
- Allocating Kernel Mode processes to manage the memory 
- Unhooking and Flushing Virtual Memory Spaces 
- Link Virtual Disk Operations and Real Disk Operations – Vice Versa   
- Manage environmental Memory for the browser  
- Layering Memory for the xAurora components 
- Kernel and Marshall Memory Core Initiator Mode handling for the browser 
- Keep and stay live all the Memory based hooking methods 
- Handling Core Memory based processes, stacks, layers and components 

 
(8). xAurora-PagingMemoryManager 
 

- Handling entire memory paging 
- Handling Ghost operations in the browser environment 
- Manage entire Global Vectors and Paging Buffers 
- Handling Peak Memory Usage, Memory Delta and Page Faults 
- Initialize Page Fault Delta and VM Paging 
- Managing Paged Pool Data and Non Paged Pool Data 
- Handle entire I/O Operations inside the browser 
- I/O Debug Hooks handling 
- Manipulate I/O Mode Page Operations 
- Reinitialize and Flush all Paged and Non Paged operations 



(9). xAuroraProcessManager(PID-Secure) 
 

- Initialize Core Processes in browser 
- Make the boundaries between Windows Processes and Browser Processes 
- Manage Core PID related operations 
- Analyze all Native Windows Processes for Anti-Hijacking 
- Enforce Native Windows Processes to protect GDT(s) 
- Bridging SDT(s) hooking with Native API Calls 
- Flushing SDT Cache to remove unwanted buffer spaces 
- Promoting and Demoting Ring0 Operations   
- Inter-Process communication with Native Windows API(s) 
- Obfuscation SDT(s) to protect from Buffer Underrun and Overrun Attacks 

 
(10). xAuroraProtectAI-Engine(CODE) 
 

- Managing AI Statistics 
- Initialize the Fuzzy Stacks and Logic Controls 
- Initialize the AI Protection Stubs 
- Unbind and Rebind AI Security Descriptors 
- Statistical Analysis of Malware and Malicious Contents  
- Code Splicing and Code Smoothing for Web Rendering 
- AI Engine Initialize for Buffer Underrun/Overrun Attacks 
- Load Anti-Kernel Panic Code Buffer 
- Initialize Anti-Crash Stub for Browser Operations 
- Render Web contents through AI Engine   

 
(11). xAuroraProtectAI-Engine(SDT) 
 

- Managing AI Statistics for SDT Threads 
- Broadcast AI functionalities in Web Interface 
- Send Global Hooks directly to Address Table in browser 
- API Redirection handling in Secured Hooks 
- Kernel Mode and User Mode Inter-Processes Management in browser  
- Advanced AI Threat Protection via SDT(s) 
- Stop Global SDT Hooks when browser is in Ring-1 
- Remove Unwanted SDT(s) in Kernel Mode 
- Reinitialize and Realign entire SDT(s) in Device Drivers 
- Enforce SDT operations for Anti-Freeze operations in browser environment 

 



(12). xAuroraProtectAI-Engine-CORE 
 

- Handle entire AI Threat filtering operations inside browser 
- Run Real Mode Hooks to Kernel and link with them 
- Drop Mature Kernel Hooks and replace them with New Kernel Hooks 
- Initialize Drop Mode and React Mode operations in browser 
- Initialize AI Based Hack-Back operations 
- Handle Threat Filtering objects and components 
- Kernel Mode DDOS and BOTNET protection handling 
- Remove Anti-Rootkit and Anti-Shellcode Threads/Hooks 
- Use Anti-Reverse Engineering Engine for better protection 
- Remove all Native Windows API Calls to Unbind Rootkits    

 
(13). xAuroraRegistryManager 
 

- Handle all xAurora Registry operations 
- Stop QUERY, READ API Calls to protect the system from Malware 
- Stop all Untrusted Registry Calls 
- Quarantine all Untrusted Inter-Process Registry operations 
- Remove all WRITE API Calls for Untrusted Foreign Processes 
- Manage and Restrict Standard API Registry Calls 
- Stop Core Privilege objects in Windows environment 
- Make Anti-Tamper Signature of Core xAurora Objects in registry  
- Take Live Snapshots of System Registry 
- Compare and Restore Tampered Registry settings by Malware   

 
(14). xAurora-SANDBOX-KernelDriver 
 

- Complete protection from Spyware and Malcodes for browser 
- Creating Virtual Sanbox Environment for each tab 
- Split Parent Sandbox to Multiple Child Sandboxes in the browser 
- Create Virtual Loaders inside each Child Sandbox  
- Flush and Manipulate Sandboxes regularly 
- Remove and Unload unwanted used Sandbox Virtual Pools 
- Select closet Sandbox according to the usage 
- Protect and select Sandbox environment for better performance 
- Create Virtual Sandbox Arrays 
- Integrate with DEP on x86 and x64 environment for better security   



(15). xAurora-SEH(StructuredExceptionsHandler) 
 

- Handle entire Win32 Exceptions inside the browser environment  
- Manage SEH in x86 Threads  
- Run SEH Kernel Mode Threads in Web Browser 
- Separate Native SEH with xAurora SEH sections 
- Wipe all unwanted Exceptions 
- Close all Untrusted SEH  
- Replace Native API Calls Handling with xAurora API SEH Handlers  
- Manage Minor and Temporary Exceptions 
- Replicate and Reuse all the used Exceptions 
- Manage Kernel and User Mode Exceptions 
- Vector Exception Handles (VEH) 

 
(16). xAuroraSharedMemoryManager 

 
- Handle Shared Memory pool in Windows 
- Acquire Page Information in Real Mode for the browser environment 
- Create Virtual Memory for Sandboxes 
- Link and Share the Core Kernel Objects for the Sandbox 
- Secure wipe all shared memory Pages 
- Handle I/O Core Manager for better performance 
- Close all Non Paged handles 
- Separate entire I/O Operations with Shared Memory Operations 
- Enforce I/O Operations to be allocate the Shared Memory 
- Manage Share Memory I/O for CPU Threading 

 
(17). xAuroraSystemModuleProtect 

 
Manage and Secure System modules 
- Handle entire Module Based Operations in browser environment 
- Protect System Modules from Unknown hooking 
- Create protected Anti-Overflow environment 
- Layering Systems Calls for Protected API(s) 
- Handle all I/O Paging System Calls and Modules 
- Unhook and Unbind sensitive Modules from the browser 
- Link Shared objects with Anti-Hook Call Manager 
- Reallocate Threads for System Module Protections 
- Bridging System Modules with xAurora Modules to achieve maximum security 



(18). xAuroraVirtualFileDisk 
 

Map Real File to Virtual Stealth Drive 
Splice unwanted Virtual File Hooks 
Control Real Time Threats 
Release File System Cache in browser environment 
Inter-Process operations with Microsoft Shadow Copy Service Provider 
Share Virtual resources with Microsoft Hypervisor 
Creating Hyper Virtual environment for xAurora 
Link xAurora directly to the Virtual Disk 
Load all stealth mode device drivers in Virtual Disk environment 
Run xAurora in a Separate Virtual Disk Stack with support of Shadow Copy 

 
(19). xAurora-X-HooksProtectServer 
 

Create real secure cluster inside the browser environment 
Server section handle entire Kernel Hooking Operations 
Server can Hide/Stealth Windows Processes 
Handle Protection of all running processes in Windows Environment 
Manage HWND and Window Class operation  
Hide Use Mode Windows from Windows Task Manager 
Provides Reboot Protection and Protect From Window Hooks 
Provides Disk Format Protection (Anti-Format for USB-Flash, Hard Disks) 
Provides Parent Process Enumeration for GDT(s) 
Anti-Anti Debug Protection for Runtime Application including Browser 

 



Checking the Health of the Kernel to Load the KMD(s) 
 

 



Load the standalone Kernel Mode Drivers of xAurora to the tested healthy Kernel  
 
Driver Loader Started – Now we will load the drivers 
 

 



 

  
 

  
  

  
  

Load KMD(s) are in progress 



 

 
 

Load KMD(s) are in progress 
 



Check the LOAD status of the KMD(s) 
 

 



Finding the Stealth Mode – KMD(s) in the Live System  
 

 



Deep Inspection of xAurora Core Engine Stealth Mode – KMD(s) 
 

 



 

 



 



 



xAurora Core Engine Stealth Mode – KMD(s) Security Fingerprints in Registry 
 

 



xAurora Core Engine Stealth Mode Driver Path Info in Registry 
 

 



xAurora Kernel Mode Drivers Bound/Used with (xAurora.EXE) File 
 

 



xAurora is the ONLY and FIRST browser in the world that running on CPU Ring0 (Kernel 
Mode), Artificial Intelligence (AI) and Offline Firewall (Pre HIPS Kind), Almost all the 
important browser workflow and browser core components are working in the Kernel Mode, 
not in the NTDLL/Marshalling Core (User Mode). All other browsers are working in USER 
MODE (Including Maxthon). But the shell and few other components are working in USER 
Mode. It has 2 rendering mechanisms, 

1. Based on TRIDENT – Internet Explorer Core 
2. Based on Artificial Intelligent own xAurora Core 

Currently xAurora doesn’t support Gecko Rendering Engine. But, Maxthon supports Gecko 
Rendering Engine. 

We tried to achieve Supreme Speed by working with Kernel Mode Core TCP/IP and RPC 
Layer, Extreme Safe with Sandboxing, Encrypted Kernel Hooks and many security tricks, 
Ultimate Stability with Kernel Based Anti-Crash Engine. This was totally written in Win32-
Microsoft Macro Assembler v8.20 and LK-ASM (This Assembler Compiler was written by 
me).  
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xAurora’s Security Model 

xAurora AI Core Technology 
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xAurora Placement and Function Flows in Windows Architecture 

 



xAurora User Mode (GUI) Engine 

 

xAurora AI Kernel Mode Engine 

 



Antihook Server-Client Architecture (Kernel Mode-User Mode)  

Antihook Server-Client Security Model specially designed to prevent the malicious code 
hooking/attaching into the Operating Systems Kernel. This is total Artificial Intelligence 
Module based on High Interaction HIPS, unlike Windows VISTA HIPS Model. Windows VISTA 
HIPS Client always depends on the USERS Interaction and USERS knowledge, especially for a 
non technical person can not understand the HIPS Interaction Messages. Rootkits, 
Shellcodes and modern malware (Ex. Virus like KIDO) runs on Kernel space to achieve the 
maximum performance and damage. Because the Kernel space is the most privilege area in 
any Operating System. Once Rootkit or any other Kernel driven malware infected, that is 
going to be the most terrifying state for any of the PC/Server. It is very difficult to remove, 
and some are they will never clean 100% from the system. We need special tools, special 
knowledge and special methods to remove them from the system and it is very time 
consuming job.  

Malware like Rootkits will hook/attach their low level components (Ex. Rogue Device Drivers) 
to the Kernel by exploiting some vulnerability, using some misconfiguration or using wrong 
USER interaction. These types of attacks can not be prevented by installing Anti-Virus, 
because, Anti-Viruses most of the core components are running on CPU Ring2 or 
sometimes in Ring1, very rarely runs on CPU Ring0, but that core component(s) are not 
going to protect CPU Ring0 or Ring1 (Kernel Space), because, program like Anti-Virus has 
dynamic multi CPU threading process, Kernel space can be processed only very specific 
selected CPU threads and Kernel hooks, therefore if the Anti-Virus tries to open dynamic 
multi threading on CPU Ring0, Operating System will gets crash by occurring KERNEL PANIC.  

Most Rootkit attacks are coming through the web; therefore, web browsers are the most 
vulnerable entry point to the Operating Systems for the Rootkits kind of malware attacks. 
Unfortunately, none of the web browsers can prevent these types of attacks.  

 



 

But, xAurora has the right and revolutionary technology/mechanism that can prevent 
Rootkit kind of malware attacks entirely. It has the World’s first artificial intelligent based 
Brand New Anti-Hooking Client-Server Core for the revolutionary protection from Malware 
attacks to the Operating Systems Core. We achieved this task only with less than 100 Kb of 
Anti-Hook Core Client-Server components. That is the power of Assembler.  



Native Windows NT Architecture 

 



Native Windows NT Security Architecture 

 



Basic Function Flows in Windows Core 

 

Basic NTDLL (Marshalling Library) and Kernel Interaction in Windows 

 



xAurora Extreme Protection Model (PoC) 

Achieving Maximum Protection via xAurora Anti-Hook Client and Anti-Hook Server 

 



Anti-Hook Client Side Settings  

Hide Processes from Task Manager by Enforcing Windows Kernel - Hide 

 



Show Hidden Processes from Task Manager by Enforcing Windows Kernel - Show 

 



Windows Reboot / Shutdown Protection – Shutdown Initiated 

 



Windows Reboot / Shutdown Aborted by Enforcing Windows Kernel API(s) 

 



Format Operation Initiated 

 



Format Operation Aborted by Enforcing Windows Device Driver Hooks in Kernel 

 



Live Kernel Mode Debugging for xAurora Device Drivers (KMD(s)) (PoC)  
 
Start Kernel Mode Debugger (Syser Debugger) 
 

 



 Load Export Symbol Modules to Debugger 

 



xAurora Device Drivers Loading is in Progress 

 



xAurora Device Drivers Loaded and Driver is Activated 

 
 
 



xAurora Device Drivers Running Status in Kernel Mode 

 



xAurora Hooks and Memory Page Debugging in Kernel Mode 

 



xAurora Live Debugging is in Progress 

 



Loading IDT (Import Data Table) in to xAurora Drivers 

 



xAurora Core Engine Started in Kernel Mode (Ring0) 

 



Entire xAurora Device Drivers Loaded Successfully  

 



Entire xAurora Device Drivers Loaded Successfully 

 



END NOTE 

Invisible KERNEL hooks will hide all the possible Kernel and Marshall (NTDLL) Hooks from 
xAurora and vise versa. That’s why you may never been able to see any KMD(s) running in 
the browser, even when you loaded browser in to any debugger. Also, I have included many 
Anti-Debugging techniques, Anti-Debug Attacking Methods and many other ultra secured 
Anti-Reverse Engineering methodologies to achieve the maximum protection for the 
xAurora. And that information never gave out to any personal till now. All the software anti-
reverse engineering tricks coded using Microsoft Macro Assembler 8.2x. And also I have 
used most of custom made API(s) and NT Undocumented API(s) for better protection of the 
browser. Above all the examples has been successfully redesigned, recoded (rewritten) and 
included into xAurora. 

SPECIAL NOTE 

I am sending the unwrapped (Protection Removed) xAurora Main Executable file to Mr. 
Gotaimbara to do the Live Demo and PoC of KMD Availability in the browser.   

CONCLUSION 

Mr. Anonymous Skywalker, Mr. Harshadeva Ariyasinghe and Mr. Kalinga Athulathmudali’s 
reverse engineering methodologies are very lamer and they have very basic NT Kernel/Low 
Level knowledge. Also they may never work with UNDOCUMENTED NT API(s) in NT 
Subsystem. xAurora is based on Windows Kernel Mode Drivers. This guideline document will 
help you to understand why Mr. Anonymous Skywalker, Mr. Harshadeva Ariyasinghe and Mr. 
Kalinga Athulathmudali xAurora Kernel Mode PoC failed and they couldn’t prove it. I know 
my own code better than all of you. Because, I am the founder of xAurora’s concepts and I 
am the programmer of the xAurora Web Browser. No one can admit the wrong conclusion 
without proving it in the real world and to the community. Because, xAurora is a 
COPYRIGHTED, TRADEMARKED and PATENTED SOFTWARE.   

xAurora is a great Sri Lankan product that entirely coded in Win32 Assembly Language. 
Hope you may be able to understand it. In future I will show you many stories behind the 
xAurora case. Hope Mr. Gotaimbara will help me to sort out the matters soon. Thank you 
very much for the great support and your support in the future is greatly appreciated.  

Kind Regards 
Dr. Sameera de Alwis 

Founder - Team xAurora 2009  


