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Demystifying the xAurora KMD(s) (Kernel Mode Drivers) Workflow
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Kernel Mode and User Mode Operations Visual Approach - Kernel Mode Drivers of xAurora

Mame =

() xdurora-FileSystermProteckion

() xduroraGetkernelBase

() xdurora-HT TP-YirtualDisk:,

() xdurorakernel-GDTGlobalDescripkor Table)-5kub
[ Jxdurorakernel-IDT{InterruptDescriptor Table)-Sktub
() xdurorakernel-50DT(ServiceDescripbor Table)-5tub
) xduroraMernoryManager
[_JxAurara-PagingMermory Manager

[ xAuraraProcessManager(PID-Secure)

[ xAuraraProtectAl-Engine(CODE)

) xduroraProtectdI-Engine(s0DT)

() xduroraProtectaI-Engine-CORE

() xduroraRegiskryManager

() xdurora-SaNDBOR-KernelDriver

) xdurora-SEH]SkruckuredExceptionsHandler)

() xdurorasharedMemnoryManager

() xdurorasystemModuleProbect

() xduroraiirtualFileDisk.

() xdurora-s-HooksProkeckServer

Entire Kernel Mode Driver List of xAurora



Detailed Overview of the Drivers

(1). xAurora-FileSystemProtection

- Providing Tight File System Security for NTFS/FAT

- Loads Anti-Disk/File Hooks Protection for Windows Kernel

- Stops ROOTKIT / SHELLCODE Hooks to Kernel

- Loads xAurora to Separate Virtual Spaces in Windows (xAurora Never loads to
Standard Disk Space Allocated by Windows for better protection)

There are four methods,

- Virtual Memory

- Slack Space

- ADS - Alternate Data Stream (NTFS Only)

- Unallocated Area - Using (Dynamic Live Virtual FAT - DLV-FAT)
Any hard drive contains 8Mb Non Allocated Space which can not be used
by any other program, xAurora creates 6 Mb DLV-FAT on the particular
place for extreme Access Protection

(2). xAuroraGetKernelBase

- Initialize xAurora Web Kernel with Windows Kernel

- Initialize xAurora Web Kernel Hooks to USER MODE xAurora Stub

- Hook NTDLL.DLL Marshall Libraries Hooks to xAurora Stealth Mode Drivers

- Get all the IMPORT TABLE and EXPORT TABLE entries and initialize all

- Re-Initialize and Flush all the initialized hooks with Kernel and Marshall

- Close all unwanted hook and unbound the broken hooks with Kernel

- Make the link between xAurora Kernel mode drivers with Windows Kernel

- Unhooking and flushing all non standard Windows library hooks

- Hooking with HTTPAPL.DLL, WINHTTP.DLL, HTTPEXT.DLL, HTTPMB51.DLL,
HTTPODS51.DLL and HTTPMLIB.DLL

- Bridging with Microsoft HTTP Stack Kernel Device Driver - HTTP.SYS



(3). xAurora-HTTP-VirtualDisk

- Web contents processing Virtual Container Driver

- Optimize Rendered Web contents and manipulate them initialize

- XAurora HTTP Web Cache and TCP/IP Stack processing cache initialize
- Virtual Storage for Artificial Intelligence analysis statistical data

- Creating Anti-Malware environment in xAurora Web Space

- Cache container for the xAurora Kernel Mode Device Drivers

- Repair and Reinitialize broken xAurora Device Drivers

- Maintain and Flush xAurora Device Driver Cache

- Bind and Unbind Kernel Mode/User Mode Hooking Cache Libraries

- Quarantine Detected Malicious contents and Flush them when exiting

(4). xAuroraKernel-GDT(GlobalDescriptorTable)-Stub

- Handle Environment Global Functionalities of the browser

- Handle Global Kernel and User hooks

- Maintain Kernel Descriptor Tables

- Manage User Mode Global Descriptors

- Marshalling User Mode to Kernel Mode

- Global Hooking and Unhooking

- Kernel Descriptor Table initialize

- Initializing Stealth Mode GDT(s) in Kernel Mode

- Bridging with IDT(s) and SDT(s)

- Analyze Kernel Mode Stealth GDT(s) with Win32 Native API(s)

(5). xAuroraKernel-IDT(InterruptDescriptorTable)-Stub

- Handle Environment Interrupts

- Initialize INT3 Anti-Debug Core

- Anti-Debug Interrupt Table Realignment

- Set Software and Hardware Breakpoints

- Initialize Breakpoint Buffers

- Bypass Windows Software Interrupts

- Kernel Mode Stealth IRQ Handling

- IDT(s) Unhooking with Windows Kernel

- Bridging with GDT(s) and SDT(s)

- Interrupt Vector Table Debugging with Smart Initialize Hooking Libraries



(6). xAuroraKernel-SDT(ServiceDescriptorTable)-Stub

Handle Service Oriented Descriptors

Windows Service Level Hooking

Ring-0 and Ring-1 Mode Bridging

Enforce to release the Software Breakpoints

Reallocate Windows Service Level Buffering for xAurora
Marshal NTDLL.DLL protection enforcing

xAurora Local Descriptor Table handling

Remove malfunctioned Core Service Level Threads and Hooks
Bridging with IDT(s) and GDT(s)

Anti-Service Level Debug process handling

(7). xAuroraMemoryManager

Memory manipulation in xAurora environment

Anti-Memory Debug Process hooking

Allocating Kernel Mode processes to manage the memory

Unhooking and Flushing Virtual Memory Spaces

Link Virtual Disk Operations and Real Disk Operations - Vice Versa
Manage environmental Memory for the browser

Layering Memory for the xAurora components

Kernel and Marshall Memory Core Initiator Mode handling for the browser
Keep and stay live all the Memory based hooking methods

Handling Core Memory based processes, stacks, layers and components

(8). xAurora-PagingMemoryManager

Handling entire memory paging

Handling Ghost operations in the browser environment
Manage entire Global Vectors and Paging Buffers

Handling Peak Memory Usage, Memory Delta and Page Faults
Initialize Page Fault Delta and VM Paging

Managing Paged Pool Data and Non Paged Pool Data

Handle entire I/O Operations inside the browser

I/O Debug Hooks handling

Manipulate I/O Mode Page Operations

Reinitialize and Flush all Paged and Non Paged operations



(9). xAuroraProcessManager(PID-Secure)

- Initialize Core Processes in browser

- Make the boundaries between Windows Processes and Browser Processes
- Manage Core PID related operations

- Analyze all Native Windows Processes for Anti-Hijacking

- Enforce Native Windows Processes to protect GDT(s)

- Bridging SDT(s) hooking with Native API Calls

- Flushing SDT Cache to remove unwanted buffer spaces

- Promoting and Demoting Ring0 Operations

- Inter-Process communication with Native Windows API(s)

- Obfuscation SDT(s) to protect from Buffer Underrun and Overrun Attacks

(10). xAuroraProtectAl-Engine(CODE)

- Managing Al Statistics

- Initialize the Fuzzy Stacks and Logic Controls

- Initialize the Al Protection Stubs

- Unbind and Rebind Al Security Descriptors

- Statistical Analysis of Malware and Malicious Contents

- Code Splicing and Code Smoothing for Web Rendering

- Al Engine Initialize for Buffer Underrun/Overrun Attacks
- Load Anti-Kernel Panic Code Buffer

- Initialize Anti-Crash Stub for Browser Operations

- Render Web contents through Al Engine

(171). xAuroraProtectAl-Engine(SDT)

- Managing Al Statistics for SDT Threads

- Broadcast Al functionalities in Web Interface

- Send Global Hooks directly to Address Table in browser

- APl Redirection handling in Secured Hooks

- Kernel Mode and User Mode Inter-Processes Management in browser

- Advanced Al Threat Protection via SDT(s)

- Stop Global SDT Hooks when browser is in Ring-1

- Remove Unwanted SDT(s) in Kernel Mode

- Reinitialize and Realign entire SDT(s) in Device Drivers

- Enforce SDT operations for Anti-Freeze operations in browser environment



(12). xAuroraProtectAl-Engine-CORE

- Handle entire Al Threat filtering operations inside browser

- Run Real Mode Hooks to Kernel and link with them

- Drop Mature Kernel Hooks and replace them with New Kernel Hooks
- Initialize Drop Mode and React Mode operations in browser

- Initialize Al Based Hack-Back operations

- Handle Threat Filtering objects and components

- Kernel Mode DDOS and BOTNET protection handling

-  Remove Anti-Rootkit and Anti-Shellcode Threads/Hooks

- Use Anti-Reverse Engineering Engine for better protection

- Remove all Native Windows API Calls to Unbind Rootkits

(13). xAuroraRegistryManager

- Handle all xAurora Registry operations

- Stop QUERY, READ API Calls to protect the system from Malware
- Stop all Untrusted Registry Calls

- Quarantine all Untrusted Inter-Process Registry operations

- Remove all WRITE API Calls for Untrusted Foreign Processes

- Manage and Restrict Standard API Registry Calls

- Stop Core Privilege objects in Windows environment

- Make Anti-Tamper Signature of Core xAurora Objects in registry
- Take Live Snapshots of System Registry

- Compare and Restore Tampered Registry settings by Malware

(14). xAurora-SANDBOX-KernelDriver

- Complete protection from Spyware and Malcodes for browser

- Creating Virtual Sanbox Environment for each tab

- Split Parent Sandbox to Multiple Child Sandboxes in the browser

- Create Virtual Loaders inside each Child Sandbox

- Flush and Manipulate Sandboxes regularly

- Remove and Unload unwanted used Sandbox Virtual Pools

- Select closet Sandbox according to the usage

- Protect and select Sandbox environment for better performance

- Create Virtual Sandbox Arrays

- Integrate with DEP on x86 and x64 environment for better security



(15). xAurora-SEH(StructuredExceptionsHandler)

- Handle entire Win32 Exceptions inside the browser environment
- Manage SEH in x86 Threads

- Run SEH Kernel Mode Threads in Web Browser

- Separate Native SEH with xAurora SEH sections

- Wipe all unwanted Exceptions

- Close all Untrusted SEH

- Replace Native API Calls Handling with xAurora API SEH Handlers
- Manage Minor and Temporary Exceptions

- Replicate and Reuse all the used Exceptions

- Manage Kernel and User Mode Exceptions

- Vector Exception Handles (VEH)

(16). xAuroraSharedMemoryManager

- Handle Shared Memory pool in Windows

- Acquire Page Information in Real Mode for the browser environment
- Create Virtual Memory for Sandboxes

- Link and Share the Core Kernel Objects for the Sandbox

- Secure wipe all shared memory Pages

- Handle I/O Core Manager for better performance

- Close all Non Paged handles

- Separate entire I/O Operations with Shared Memory Operations

- Enforce I/O Operations to be allocate the Shared Memory

- Manage Share Memory I/0O for CPU Threading

(17). xAuroraSystemModuleProtect

Manage and Secure System modules

- Handle entire Module Based Operations in browser environment

- Protect System Modules from Unknown hooking

- Create protected Anti-Overflow environment

- Layering Systems Calls for Protected API(s)

- Handle all I/0 Paging System Calls and Modules

- Unhook and Unbind sensitive Modules from the browser

- Link Shared objects with Anti-Hook Call Manager

- Reallocate Threads for System Module Protections

- Bridging System Modules with xAurora Modules to achieve maximum security



(18). xAuroraVirtualFileDisk

Map Real File to Virtual Stealth Drive

Splice unwanted Virtual File Hooks

Control Real Time Threats

Release File System Cache in browser environment

Inter-Process operations with Microsoft Shadow Copy Service Provider
Share Virtual resources with Microsoft Hypervisor

Creating Hyper Virtual environment for xAurora

Link xAurora directly to the Virtual Disk

Load all stealth mode device drivers in Virtual Disk environment

Run xAurora in a Separate Virtual Disk Stack with support of Shadow Copy

(19). xAurora-X-HooksProtectServer

Create real secure cluster inside the browser environment

Server section handle entire Kernel Hooking Operations

Server can Hide/Stealth Windows Processes

Handle Protection of all running processes in Windows Environment
Manage HWND and Window Class operation

Hide Use Mode Windows from Windows Task Manager

Provides Reboot Protection and Protect From Window Hooks

Provides Disk Format Protection (Anti-Format for USB-Flash, Hard Disks)
Provides Parent Process Enumeration for GDT(s)

Anti-Anti Debug Protection for Runtime Application including Browser



Checking the Health of the Kernel to Load the KMD(s)

& xAurora-Al-Kernel-Driver-POC

File Edit  Miew Faworites  Tools

Help
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Date Modified; Yesterday,
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Size: 3.00 KB

[ DUMP-TEMP
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API Addresses:

Loadlibraryd: 0x7CE80107E
GetProcAddress: 0x7C30AE30
ExitProcess: Ox7FCS1CARS

MessageBoxs: 0x7E450704
wsprinkfa: Dx7FE41A80D




Load the standalone Kernel Mode Drivers of xAurora to the tested healthy Kernel

Driver Loader Started - Now we will load the drivers
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ﬁ W3Z2Kernel Mode Driver Load
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Load KMD(s) are in progress
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Check the LOAD status of the KMD(s)
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Finding the Stealth Mode - KMD(s) in the Live System
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Deep Inspection of xAurora Core Engine Stealth Mode - KMD(s)

=&

Root  Help
0%
=11 Mame Type | Additional Information I :I
----- Il Archiame 3 Raslztp Driver WAN Miniport (L2TP)
""" [l s 43 RasPppoe Driver Remote Access PPPOE Driver
A Driver S04 Rasphi Diriver Direct Parallel
-l Device 4 RDPCDD Driver
e WII‘IC!DWS Sdrdpdr Driver Terminal Server Device Redirector Driver
[]'"EH :'::gznst : 03 redbook Driver Digital €D Audio Playback Filker Driver
----- ankrol
s s24trans Diriver —_ p
F- [l BaseMamedObjects '-Z}} = o Driver Properties ﬂﬁl
----- Il kermelCbjects - 9rsa r?ver :
..... Il GLOBAL?? S04 swenum Driver Basic | Object I Registry I Type I
[l FileSystem i SynTP Driver _ .
..... i ObjectTypes &3 sysaudio Driver General Information .
_____ i Security 03 SyserBoot Drriver Mame: [xburoraCoreEngine
----- I calback 404 SyserLanguage Driver Type:  Driver
----- [l KnownDlls 54 Tepip Driver
44 TermDD Driver Attributes: Permanent
S truscrypt Criver References: 3 Paged Paool Charge: 0
g TSKMFE00,3%5 Drriver
-j Update D Handles: 0 MNonpaged Pool Charge: 0
i ushehci Driver Header: 0486283500
44 usbhub Diriver Object: 0:362395E8
o4 usbuhci Driver ———
. . r Display Name
4 Wgasave Drriver
“o8 Yolanap Drriver
Lod Wanarp Diriver
4o wdmaud Diriver
S8 Win32k Drriver
58 winachsf Drriver
S WiInObjEx Drriver
L8 WD ive: Diriver
S8 Widcpi Diriver
So WMIWDM Drriver
54 wAuroraCoreEngine Drriver
o8 whuroraEngine Drriver
Lod AuroraGDT Diriver
S8 whAuroraHT TPDisk Diriver
S whurorallT Drfver ’TI Cancel Aply | —
44 xAuroraProcess Drriver

|'|,Driver'l,xnuroraCoreEngine



=8| x|

Rook  Help
0| %|%
=11 Mame Type I Additional Information ;I
----- I Archiame 3 Raslztp Driver WaN Miriport {L2TP)
""" [l s i) RasPppoe Driver Remote Access PPPOE Driver
f B D”"?r S Rasphi Driver Direct Parallzl
-l Device 4 RDPCOD Driver
&0 WII‘IC!DINS 54 rdpdr Driver Terminal Server Device Redirector Driver
[]"'HH :'e;:slgnst | “oi redbook Driver Digital C0 Audio Plavback Filker Driver
----- arkrol
s s2dtrans Drriver — .
-1l BaseMamedObjects "} . Driver Properties ilil
----- Il kermnelCbiects 3 SDbaMsg Eiiven
..... [l GLOBALF? "i SWENUM Driver Bazic  Object I Hegistr}ll Type |
" a4 SynTR Diriver
B[] FileSystem = ! " ; r Object Infarmation
..... [l ObjectTypes 4 sysaudio Criver : = -
_____ 1 Securty 03 SyserBoot Dtiver Field | Yalue | Additional Infarmmation |
..... [l calback 404 SyserLanguage Driver DlBase 0xxA3448000 LI
_____ Il KnownDlis 03 Tepip Driver E!wtryPoint 0xA9451BEE
3 TermDD Driver Size0fImage 00007 7000
Sod bruecrypt Drriver Bl FullbiName
53 TSKNFB00.575 Driver Length DL
T : = MaimurnLength 0x0130
&
“j} poate il Bffer OxEZBD7ICO  |771C:\Documents and Set...
"“"} jisheha Drfver BaseDlMame
“1_~" S Diven Flags 001104000
544 usbuhi Driver LoadCount x0001
S0 YgaSave Driver TlsIndex 0x0020
544 al3nap Driver SectionPointer 0xFFFFFFFF
S04 Wanarp Driver CheckSum 0x000481CE
S8 wdmaud Driver LoadedImports OxFFFFFFFE
S0 WinZ2k Drriver [=] DRIVER _EXTENSICM
00 winachsF Dtiver DriverOhject OxGEZE95ES | \DriverlxAuroraCoreEngine
23 WinObiEx Driver AddDevice MULL
S0 WMDrve Criver Coun.t 0
&3 WmiBcpi Diriver [ ServicekeyMare
553 WMTWDM Driver Lenath L
r ] ) MaximurnLength 00024
Lod whuroraCoreEngine Drriver 8
&3 wAurarsEngine B Buffer 0x36D75E28  wAuroraCoreEngine
X ClientDriverExtension MULL PIO_CLIENT_EXTEMNSION ]
S04 wAuroraGhT Driver =]
Sod auroraHTTPDisk. Diiver
L ICT Do I oo
44 whurors r?ver oK Cancel Ay |
Lod whuroraProcess Drriver LI

|'|,Driver'l,xAuroraCoreEngine



E5winHARD - Win32-ASM@LK -l=

Root  Help

B[
= 00 Mame = | Type | Additional Information :I
[ Archiame A Rasliztp Driver WAN Miniport (L2TP)
0 MLS L} RasPppos Ditiver Remoke Aocess PRPOE Driver
[l Driver 4 Raspti Driver Direct Parallel
-1 Device 3 ROPCOD Driver
- windows L rdpdr Ditiver Terminal Server Device Redirectar Driver
@[ Sessions

i redbook Driver Digital CO Audio Playback Filker Driver
[l RPC Contral . g _ . ¥

. ot s24trans Criver -
Tl oo @ 7] x
n . 4 50bgMsg Driver river Properties 2| x|

[l KernelObjects

[ GLoBALT? "wrd’ SISO Driver Basic I Object | Registry  Tvpe |
B[l FileSystem ﬂ"‘? SynTPd. gr!ver r Comman Informatian
i L sysaudio tiver L i . .
I Ob]ec.tTypes T Bioot i A Driveris an objsct that represents the image of a loaded kemel-mods driver

Security “r" ¥eertoo river cod and iz uzed by the 140 Manager to locate certain entry points in the driver.

Callback, P SyserLanguage Drriver

KnownDlls L Topip Driver
"“'r“? TermbD Dr?ver Object Count: 116 Pool Type: MNonpaged
k“'“'? s Dr!ver Peak Object Count: 116 Default Paged Pool Charge: ]
i TSKMFE00.5Y5 Drriver )
3 Update Driver Handle Court: i] Default Nonpaged Poaol Charge: 218
w4 usbehci Diriver Peal Handle Count: 1 aintain Handle Database: Mo
o husbhub Driver
bushuhci Diriver r Ireealid Attributes and Access Rights
L Wgasave Drriver Flag | value |
&3 volsnap Driver Vaid AU“ 0000100 " 0B) OPEMLINK 0000001 00
o 5 alid Access
et Wanarp Driver D4001FOFF
5 wdmaud Driver Generic Read
oA inZzk Driver 0x00120083
'-,,.5 wirnach-sf Dr?ver G ene”%:ggt{agm 15
S0P WOz Driver Generic Execute
oA WDrive Driver 0x00120040
SO Wmidcpi Criver Generc &l
L WML W DM Diriver LD
b xAuroraCoreEngine Drriver
L8 wAuraraEngine Drriver
oLh xAuroraGDT Driver
A8 xAuroraHT TPDisk Diriver
~,,..? wauroralDT Dr!ver ’TI Cancel e | foe
o xBuroraProcess Drriver LI

|'|,Driver'l,><nuroraCoreEngine



[ winHARD - Win32-A5M;

=18] x|

Root  Help
Bl%
2 0l Mame = | Type | Additional Information ;l
----- [l archame -3 Raslztp Driver WAN Minipart (L2TF)
""" [l s 40} RasPppos Driver Remote Access PPPOE Driver
Al Driver S0 Raspti Dtiver Direct Parallel
-]l Device S 3RDPCOD Driver
-0 Winc!c-ws S0 rdpdr Driver Terminal Server Device Redirector Driver
-1 :E‘?E;;trol o) redbaok Driver Digital CD Audio Playback Filker Driver
BasefiamedObiecs | %0 o 21x]
KernelObjects
GLOBAL?? S04 swenum Drivet Basic | Object  Registy I Type |
FileSystem k{'} nP ) Driver ~ Registry Information
CbjectTypes 44 sysaudio Driver ;
Security 73 SyserBoot Driver Feyp Name: shuroraCoreE ngine Start Type: On Demand
Callback i3 SyserLanguage Driver Type: Kemel-Mode Driver Current State:  Running
KnownDlls S Tepip Diriver Error Control: — |gnore
54 TermDD Eives Image Path: WML ADocuments and
Sod bruecrypt Drtiver
3 TSKNFS00,5YS Driver Display Mame:  sburoraCoreE ngine
454 Update Diriver
Lod usbehci Drriver
= USthb_ Dr!ver Load Order Group: Tag:
424 usbuhci Diriver
3 vgasave Driver Depend On Group:
&3 volsnap Diriver Depend On Service:
S04 Wanarp Diriver Dependent Services:
o8 wdraud Driver
S Win3 2k Driver - Description
o4 winachsf Driver
S WinObiE Drriver
L8 WMDrive Ditiver
S0 Wi cpi Driver
S8 WMLAWDM Drriver
Lod whuroraCoreEngine Drriver
44 wAuroraEngine Drriver
o whuroraGDT Drriver
Sod whuroraHTTPDisk, Drriver
408 wAuroralDT Dr!ver K Cancel Sy | —
S04 whAuroraProcess Driver

|'|,Driver'l,xAuroraCoreEngine



xAurora Core Engine Stealth Mode - KMD(s) Security Fingerprints in Registry

£, Registry Editor == x|
File Edit ‘iew Favarites Help

- windows WarkFlow Foundd Kame Type | Data

{20 winmgmt (Default) REG_SZ {walue not set)

-0 WinOhiEx [ security REG_BIMARY 01 00 14 5090 00 00 00 9 00 00 00 14 00 00 00 30 00 00 00 02 00 1c 00 01 00 00 00 02 80 14 00 fF
-2 Winsock

-1 winsockz

M- winTrust

-2 WrndmPrsh

-1 wmndmPrsp

- whMDrive

-0 Wi

R Wmidcpi

-2 wmispRpl

-0 Wnidpsy

-] WMPNetwarksye

[0 WSZIFSL

-0 wscsve

-0 wuausery

[+ Mudrpf

3wt 21
-1 WudfSve
-] WECse Walue name:
B3] xauroraCareEngine ISecurit_l,l

a Enum. Walue data:
S secuity gooo 01 0o 14 80 90 00 00 00 a

B0 xauroraEngine 0008 9C 00 00 00 14 00 00 OO
[]--D wduroraFileProteckion ooilo 20 00 00 00 02 00 1C 0o
-1 AuroraGDT gola 01 00 00 00 02 80 14 00 ... .. ..
- xhuroraHTTRDisk gozo FF 01 OF 00 01 01 00 00 %.......
5 e uls dmmu e T
&[0 xhurarakernelBase 0038 00 00 14 00 FD 01 02 00 ....%...
B0 wAdroraMM oo40 01 01 00 00 00 00 00 0% ........
B0 xAuroraPaginghGR aods 12 00 00 Q0 o0 00 18 00 ... ...
#1-23 =AuroraProcess 0os0 FF 01 OF 00 01 02 00 00 w.......
[ coce 00 07 00 0% 30 0f 00 00 1T
B2 xAuroraSANDECY nncn Am ond mA nan ona 01 onnonan (=
[]--D whurorasoT ,TI Cancel |
-] =AurorasEH
-2 xdurorasharedMemary
-] xdurorasystemModules
-] xauroravFileDisk
[E

]-C wmiproy -
« T _|‘I « o

|My CormputeriHKEY _LOCAL_MACHIMEYSYSTEMCurrentControlSet) ServicesixAuraraCoreEnginetSecurity




xAurora Core Engine Stealth Mode Driver Path Info in Reqgistry

' Registry Editor 7] x|

File Edit Yiew Favorites Help

-0 Windows Workflaw Found <] [ ame | Type | Data

{0 winmamt (DeFauIt) REG_SZ {value not set)
B WinObiEx DisplayName RE_SZ zhAuroraCoreEngine
EJ"CI Winsock [R¥)Errarcantral REG_DW/ORD 0x00000000 {0}
[
&

= WiHSDCkZ REG_EXPAMND_SZ 17 C\Documents and Settingsimafia\Deskioplxaurora-Al-Kernel-Driver-POCxAurora-AL-Kernel-Drive
7L winTrust [R8)start REG_DWORD 0x00000003 (3)

:'"g xmjmgmgw [R¥]Tvpe REG_DWORD 000000001 (1)
3 WindmPmSp

-] WMDrive
-0 Wi
e Editstring ?
- WmispRpl —IZI
{0 WmispSry Walue name:

-2 WMPHetmorksve
{1 WSZIFSL

o wscsve Yalue data:

(] muauser IKerneI-Driver-F'DE\murorapmtectﬂ.l-Engine-EDHE\x&uroranreEngine.syé
1 wudfpf
(] whudfRd ,TI Cancel
b7 wiudfEve

(L0 WZCswC

—:I--a whuroraZoreEnging
{27 Enum

D Security

-] =AuroraEngine
-] xéuroraFileProtection
-0 xauroracDT
-2 xAuroraHTTPDisk
E]--D whuroralDT
-0 =AurorakernelBase
E]--D wAUrorarI
-] =AuroraPagingMaEr.
-] =AuroraProcess
[
[
[
[
[
[
&
[

|ImageF’ath

Sy I I e M A B e W

g whuroraRegistryMER
b huroraSANDECH
71 wAurorashT

7-{_1 whAurorasEH

71 xAurorasharedvemory
11 xAuroraSystemModules
]--D wiurorayFileDisk,

H-_1 wmiproy -
« T _|J J om

|My ComputeriHKEY_LOCAL_MACHIMNEYVSYSTEMCurrentControlSeth Services) <auroraCoreEngine




xAurora Kernel Mode Drivers Bound/Used with (xAurora.EXE) File

RESOURCE BROWSER

 ————

S wRB| | rE | EA

GIF
KERMELMODEDRIVERS

--@lE XAURORA-FILESYSTEMPROTECTION
- @HE KAURORAHTTPYIRTUALDISK
- @HE KAURORA-PAGINGMEMORYMANAGER
-@HE XAURORA-SANDEOX-KERNELDRIVER
-@hE XAURORA-SEHISTRUCTUREDEXCEPTIONSHAMDLER)
--ghE HAURORA¢-HOOKSPROTECTSERVER
@i ®AURORAGETKERNELBASE
@i XAURORAKERNEL-GDT(GLOBALDESCRIFTORTABLE])-STUE
--gHE XAURORAKERNELIDT(NTERRUPTDESCRIFTORTABLE}STUR
e KAURORAKERMEL-SDT(SERVICEDESCRIPTORTABLE)-STUE
-gHE XAURORAMEMORYMANAGER
-@hE XAURORAPROCESSMANAGER[FID-SECURE)
-@hE ¥AURORAPROTECTAI-ENGINE[CODE]
e HAURORAPROTECTA-ENGINESDT)
@i ®AURORAPROTECTAI-ENGINE-CORE
--ghE XAURORAREGISTRYMANAGER
e KAURORASHAREDMEMORYMANAGER
wﬁﬁEXAUHDHASYSTEMMDDULEPHDTEET
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RES
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Menu
Dialog
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Group Curgar
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BAE1D7858
@1 07898
81 D78D8
BAE1D7918
10?7958
AA1D?998
a1 D79D8
AA1D?7A18
AA1D?A58
BAE1D?A?8
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xAurora is the ONLY and FIRST browser in the world that running on CPU Ring0O (Kernel
Mode), Artificial Intelligence (Al) and Offline Firewall (Pre HIPS Kind), Almost all the
important browser workflow and browser core components are working in the Kernel Mode,
not in the NTDLL/Marshalling Core (User Mode). All other browsers are working in USER
MODE (Including Maxthon). But the shell and few other components are working in USER
Mode. It has 2 rendering mechanismes,

1. Based on TRIDENT - Internet Explorer Core
2. Based on Artificial Intelligent own xAurora Core

Currently xAurora doesn’t support Gecko Rendering Engine. But, Maxthon supports Gecko
Rendering Engine.

We tried to achieve Supreme Speed by working with Kernel Mode Core TCP/IP and RPC
Layer, Extreme Safe with Sandboxing, Encrypted Kernel Hooks and many security tricks,
Ultimate Stability with Kernel Based Anti-Crash Engine. This was totally written in Win32-
Microsoft Macro Assembler v8.20 and LK-ASM (This Assembler Compiler was written by
me).

Web Browser Security Dilemma Comparison

Kernel
Security

Applicatio

All Other Web
Browsers

Existing Web Browser’s Security Model



Kernel

xAurora’s Security Model

xAurora Al Core Technology

Object

. i Real-time
True Running Forensics

Respond >\ \ ? % Pl .

xAurora Al - XAURORA WEB o xAurora Al |
Seciiritv BROWSER Qeciirihv

Attack




xAurora Placement and Function Flows in Windows Architecture

System Processes Sarvices Applications Environment
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xAurora User Mode (GUI) Engine

USER MODE
Favorites and Windows Tray Auto-Save, Hative Browser Functions
Controller, Toolbar Buttondnterface Manager, Offline/Online Module,
and Zoom Page Controller, Browser Hide/Show, TAB Module,
Redo-Undo, Fonts Manager LockUnlock Password Manager
Artificial Intelligent Web Content Web EncodeDecode Manager,
Filter, Al Web AD-POPUP Filter, Al Download Controller,
Web Banner-Toolbar Filter, System Alias/Groups/Key Manager,
Garbage Cleaner and Collector, Automated Browser Module
Threat Quarantine Module, Skin Manager, IE and Hetwork Settings
Manager, Browser Customization Manager, xAurora System Settings
Manager and URL Filker Manager and Options Manager

Web Cache, Proxy Cache, DHS
Cache, Web Elackhole Detection,
Blacklist IP Management, HTTP
and Protocol Stack Manager

RSS and ATOM Feed Management,
Window Controller, External WHility,
Pluging, Language Tran=lation and
Unicode Management Module

Credential Manager, WMI, LSASS, DLL Task Management, CPU
Spool Manager, Service | Subsystemn Module, Thread Management and
Control Module and Top || SYCHOST and INETINFO || High Level Hetwork
Level Security Manager | Management Module Services Controller

xAurora GUI with Other Core Components

xAurora Al Kernel Mode Engine

KERHEL MODE

HTLM Authentification Interaction and ||Font Smoothing and Anti-Alias Engine,
Application Layer Gateway Module, Panel and Sidebar Module,
Background Intelligent Transfer XP-SP2:2000-5P4/2003-R2-5P1 and
Hetwork Call and Integration Module || VISTA Security Framework Manager

Seek "H Destroy Memory Manager, Interface Manager, Instance

Virtual and Real Memory Module, Manager, Web Script Manager,
Context Menu Handlers, Active Live || Yulnerability and Threat f Malware
Tracking Module, BHO Manager, Detection/Prevention Module, Self
Bandwidth Manager, CPU Ring Learning Module, Fuzzy Logic Engine,
Puzh/Switch Manager, SHELL TTL/@05 Manager, CPU Process
Integration Management Module Module, Debug Code Engine Module

URL Web Services and Search
Engine Manager, Duplicated URL
and ActiveX Low Level Filter, DDE
Call and DSDM Call Manager

DotHET Framework and Browser
Cache Usage Manager, JAVA Virtual
Machine Module, Thread Module,
MTU-TCPAP Window. Frame Module

DEFP, SEH, Terminal Server |4 v crash and Crash HT/SSE/AMD-IMTEL ITAHIUM
Module, Multi CPU Recovery Module, CPU Hardware Support,
structure handling Priority Manager, CPU MouseKeyboard Actions
Module, IPSec Manager 16/32/64 Bits Manager Manager, Hook Manager

Kernel Mode Artificial Intelligence Web Rendering Engine 2@ CPU RING (0} and HAL




Antihook Server-Client Architecture (Kernel Mode-User Mode)

Antihook Server-Client Security Model specially designed to prevent the malicious code
hooking/attaching into the Operating Systems Kernel. This is total Artificial Intelligence
Module based on High Interaction HIPS, unlike Windows VISTA HIPS Model. Windows VISTA
HIPS Client always depends on the USERS Interaction and USERS knowledge, especially for a
non technical person can not understand the HIPS Interaction Messages. Rootkits,
Shellcodes and modern malware (Ex. Virus like KIDO) runs on Kernel space to achieve the
maximum performance and damage. Because the Kernel space is the most privilege area in
any Operating System. Once Rootkit or any other Kernel driven malware infected, that is
going to be the most terrifying state for any of the PC/Server. It is very difficult to remove,
and some are they will never clean 100% from the system. We need special tools, special
knowledge and special methods to remove them from the system and it is very time
consuming job.

Malware like Rootkits will hook/attach their low level components (Ex. Rogue Device Drivers)
to the Kernel by exploiting some vulnerability, using some misconfiguration or using wrong
USER interaction. These types of attacks can not be prevented by installing Anti-Virus,
because, Anti-Viruses most of the core components are running on CPU Ring2 or
sometimes in Ringl, very rarely runs on CPU Ring0, but that core component(s) are not
going to protect CPU Ring0 or Ringl (Kernel Space), because, program like Anti-Virus has
dynamic multi CPU threading process, Kernel space can be processed only very specific
selected CPU threads and Kernel hooks, therefore if the Anti-Virus tries to open dynamic
multi threading on CPU Ring0, Operating System will gets crash by occurring KERNEL PANIC.

Most Rootkit attacks are coming through the web; therefore, web browsers are the most
vulnerable entry point to the Operating Systems for the Rootkits kind of malware attacks.
Unfortunately, none of the web browsers can prevent these types of attacks.



P = Protected By AV/PW/IDS/IPS  pjng.
U= Unprotected Levels

4 CPU Rings

KERHEL, DEVICE
DRIVERS, HAL and |
LOW LEVEL CORE

Built-in Services, Modules
and Core Control Objects

But, xAurora has the right and revolutionary technology/mechanism that can prevent
Rootkit kind of malware attacks entirely. It has the World’s first artificial intelligent based
Brand New Anti-Hooking Client-Server Core for the revolutionary protection from Malware
attacks to the Operating Systems Core. We achieved this task only with less than 100 Kb of
Anti-Hook Core Client-Server components. That is the power of Assembler.



Native Windows NT Architecture

System support Environment
processes Service processes Applications subsystems
C : !
Service Control —
Manager Svchost.exe I
Lsass Winmgmt.exe Task Manager 05/2
) Windows
Winlogon Spooler Explorer POSIX
i . User
Session Services.exe application
Manager Subsystem DLLs Win32
{ } | 1R
Ntdll.dll
System
threads User mode
Kernel mode
Y System service dispatcher
(Kernel-mode callable interfaces) Win32 USER,
M 7
IO manager | & Q - & 2| = Y % o o aol
e | & |35 3 sl 2 |[.8|&2¢8| 8
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Kernel
Hardware abstraction layer (HAL)

Hardware interfaces
(Buses, /O devices, interrupts, interval timers, DMA, memory cache control, and so on)



Native Windows NT Security Architecture

Winlogon Lsass E B Event
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Directory Directory
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Basic Function Flows in Windows Core

USER MODE

Windows Upper Layers

1 Y NTDLL.DLL % ¥

Functions
Hooking UP and
DOWN Through
Threads and
Tunnels

KERNEL f HAL / Device Drivers

Windows Lower Lavyers

KERNEL MODE

Basic NTDLL (Marshalling Library) and Kernel Interaction in Windows

NTDLLDLLl
FUNCTIONS /
UDNE L DATA FLOW
THREADI///f

| kerneL |




xAurora Extreme Protection Model (PoQ)

Achieving Maximum Protection via xAurora Anti-Hook Client and Anti-Hook Server

Mame = | Size | Type | Date Modified |
2 HookProtection, exe 93 KB Application 11/8/2008 00:32
_}Hu:u:ukPru:utectiun.ini 1 KB Configuration Settings  11/8/2008 00:34
T e
Processes: 23 Fathz: 0 O ptions
FID | Mame |[=] | Path |
1] <Syzstem |dlex
=
4 et options |
404 TMEE. BHE Self Settings
i?é CS_’SIS-E”E ||7 Hide Process
winlogon. exe
B24 ZEVICEE. BRE |I7 Protect Process
?SE 'SE'?-ETE ¥ Hide Windows
svchost. exe
772 avchozt exe ||7 Protect From *indows Hooks
a12 wychozt exe Global Settings
gg; E:EEEZ:E:: ||7 R eboat Pratection
920 spioolay. exe ||7 Farmat Protection
1024 inetinfo.exe ] T
W
1064 nTuneSerice exe ||_ Parent Process Emulation
1186 nvavc3Zene ||7 Anti-Ant Debug |
1204 wdfmgr.exe Dat | Ti | M ol
1276 UpdateCenterService. exe el ImE| 55 [ Auto Start oK Carcel
1564  explorer.exe
1784 CTSypsvol exe o
1796 wndl32 exe
1824 wndl32.exe
1832 Unlockerdszsistant. exe
1840  USBSafelyRemove.exe
1184 wrescomm pxe E‘ | Drivver lnaded | Wersion: 21

|C: SDacuments and SethngshmafiabD ezktophFinalvdnt-H ook ProtectonClhentyH ook Protection. exe




Anti-Hook Client Side Settings

Hide Processes from Task Manager by Enforcing Windows Kernel - Hide

E wind

=0l =]

Processes: 32 Paths: 0 File Options  Wiew Help
| PD | Name - | Path Applications  Processes | Performance | Metworking I
0 <Syztem [dlex:
4 4System: - -
404 smes.ese Image Mame I PIC I U.I Session 10 I CPL I CPU Time | Mem Usage I P
452 SIS, BHE taskmgr .exe 4053 .. 1] o1 0:00:00 3,900 K
476 winlogon. exe i_wiew32 exe 4054 m.. o oo 0:00:00 1,444 K
24 IEMYICEST. EXE i_view32 exe 4052 .. 1] Jul] 0:00:02 12,552 K
R3E6 |zazs. exe POWERPNT .EXE 2204 .. 1] Jul] 0:00:24 31,064 K
708 svchost eve Office-2003-Portable, exe 2092 m.. o oo [ nH 1] 11,064 K
Fir avchost exe rapimgr. exe 1904 m.. u] oo 0:00:00 4,140 K
812 svchost exe USESafelyRemove, exe 1840 m.. o oo 00000 7,504 K
264 svchost exe UnlockerAssistant . exe 1832 m.. o oo 0:00:00 1,576 K
892 svchost exe rundl3z.exe 1824 m.. o oo 0:00:00 3,004 K
920 spoolsv.exe rundll3z . exe 1796 .. o oo 0:00:00 2,224 K
1024  inetinfo.exe CTaysiol.exe 1784 .. 1] Jul] 0:00:00 4,200 K
1064  nTuneService. exe explorer, exe 1564 m.. u] oo 0:00:52 15,672 K
1186 mwvevedZ ese — UpdateCenterService, exe 1276 5., 1] Ju]u] 0:00:00 2,520 K
wifmar, exe |— = wdfmgr, exe 1z04 L. o oo 00000 1,585 K
UpdateCent Date | Time | Message WCESCOMM, BXE 1184 m.. 1] Jul] 0:00:00 4,040 K
explorer exe rvswc 32, exe 11586 5., u] oo 0:00:00 3,676 K
CTSyshol exe nTunEService, exe 1064 5., u] oo 0:00:00 5,285 K
rundll32. exe inetinfo . exe 24 5. 0 oo 0:00:16 9,440 K
wndll32 exe spoalsy Exe 920 3., o oo 0:00:00 4,720 K
Unlockertesistant exe syihost.exe §92 L., o oo 0:00:00 4,164 K
USBSafelyRemaove. exe swchost.exe G54 M. 1] Jul] 0:00:00 2,564 K
_ WCRSEIMM FXA [] | Driver loaded — [Wersion: 2.1 SVCEUSE-BXE 3;2 ; g gg ggggg 13J éég E
= = = = swichiost.exe . :00: )
|E.\F'rograrn Files"WWID14& CorporationtSystern UpdatetUpdateCenterService. exe svchish.ame 708 s, o oo 0:00:00 4,448 K
lsass.exe 536 5. 0 ] 0:00:00 Q54 K
services. exe 524 5., 1] Jul] 0:00:01 3,820K
winlogon. exe 476 5., i Jul] 0:00:00 3,212K
C5r55, 8X8 452 5., 1] Jul] 0:00:06 3,140K
SMS5.EXE 404 5. 0 ] 0:00:00 358 K
Syskem 4 5. 1] Jul] 0:00:05 244 K
System Idle Process o 5. o 99 4940 ZEE
N I | 2

[~ show processes From all users

End Process |

|Processes: 31 CPU Usage: 1%

Commit Charge: 313M [ S210M |




Show Hidden Processes from Task Manager by Enforcing Windows Kernel - Show

anti-nook R =101
Processes: 32 Paths: 0 File Options  Wiew Help
| PID_ | Name [[« | Path Applications ~Processes I Petformanice | Metworking I
0 <Sypgtem diez
4 <System: - -
404 HEE EXE Imags Mams | PID | U.| Session ID | iZPLI | CPU Time | Mem Lisage | P
452 CE[EE EXE taskmgr . exe 4088 m.. 1] o1 0:00:01 1,532 K
475 winlogon, exe i_wiew3z exe 40584 m.. o oo 0:00:00 3,436 K
E24 FEMVICES. BNE i_wiew3Z. exe 4052 m.. u] oo 0000z 12,552 K
536 lsass. exe PCWERPNT EXE 2204 .. o oo 00025 21,312K
708 svchost exe Office-2003-Fortable,exe 2092 m.. o oo 00003 11,064 K
iz sychost exe rapimgr.exe 1904 m.. 1] Jul] 0:00:00 4,140 K
812 svchost exe LSBSafelyRemove. exe 1840 m.. o oo 0:00:00 7,504 K
a54 svchost exe Unlocker Assistant. exe 1832 .. o oo 00000 1,576 K
892 svchost exe rundli3z. exe 1824 .. o oo 00000 3,004 K
920 spoolsv.exe rundll3z . exe 1796 m.. o oo 0000 2,224 K
1024 inetinfo.exe CTaysWol exe 1784 m.. o oo 00000 4,200 K
1064 nTuneService exe explorer.exe 1564 m.. 1] Jul] 0:00:32 15,672 K
11596 nwevc32exe — wdfmgr.exe 1204 L. o oo 0:00:00 1,585 K
1204 —— = WEESCOMIM, EXE 1184 m.. 1] Jul] 0:00:00 4,040 K
Date | Time | Message nvsYE3zZ exe 1156 5. 0 oo 0:00:00 3,676 K
1564  explorer exe nTunEService, exe 1064 5., u] oo 0:00:00 5,288 K
1784  CTSys\Wolexe inetinfo.exe 1024 5., o oo 0:00:16 9,440 K
1796 wndll32 exe spoolsy,exe o200 5. 1] Jul] 0:00:00 4, 720K
1224  wndll32 exe sychosk, exe g9z L. o oo 0:00:00 4,164 K
1832  Unlockemsssistant exe svchost.exe ge4 M. 1] Jul] 0:00:00 2,564 K
1840  USBSafelyRemove. exe swchost,exe g1z 5. o oo 0:00:00 15,112 K
_11A4  weescomm mee [] [Driver loaded [ Wersion: 21 5\"::'35:-3503 ;gg 2 g gg ggggg :Jiigi
. | : - swchost, exe . 00 ,
|C:\Program Files\NYIDIA Corporatior\System UpdatetUpdateCentarService. exe P . 0o 040000 o84 K
services.exe 524 5., 1] Jul] 0:00:01 3,520K
winlogon, exe 476 5. 1] Jul] 0:00:00 212K
CSF55, BXe 452 5., 1] Jul] 0:00:06 3,140K
SMSS. EXE 404 5., 0 ] 0:00:00 JEE K
Syskem 4 5. 1] Jul] 0:00:08 244 K
Swstem Idle Process o s. o 99 051150 28K
N i
[ show processes from all users e . |

|Processes: 30 P Usage: 2% Commit Charge: 317M [ SZ10M




Windows Reboot / Shutdown Protection - Shutdown Initiated

ancriook R

Frocesses 31 Pathz: 0 Options
FID | Mame [[«] Path |
I] <System Idle> | |
4 <System>

452 CEIEE BXE

476 winlogon. exe

h24 ZEIVICES, BXE ——'U

G36 lzazs.exe u ;

703 zvchost exe !‘_.j

iz zvchost.exe

a1z zvchost.exe

a6 e, h ‘what do wou want the computer to do?
292 svichostexe ’Qﬁ'

320 spoolsy. exe
1024 inetinfo.exe

1064 nTuneService.ex
1156 nwswcdZ.exe
1204 wdfmar.exe

1276 UpdateCenterSer Ok, | Cancel Help |
1564  explorer.exe
1784  CTSysvolexe
1796 undl32.exe

1824 ndi32.exe |0ption:

1832 Unlockerfdssistant, exe

Shut dowr

Ends wour session and shuts down Windows so that
wou can safely turn ofF powet,

1840  USBSafelyRemove. exe = Sel Stattlngs
__ 1184 wrescomm mEe E| | Driveer Inaded [Wersion: 2.1 ||7 Hide Process
|E:\F‘ru:ugram FilezhCreative SBAudigyiSuround MikerCT SyzVol exe ||7 Frotect Process

¥ Hide Windows

||7 Frotect From *Windows Hooks
Global Settings
||7 Reboot Protection

||7 Format Protection

||7 Parent Process Emulation
¥ &ntidnt Debug

[~ Auta Start (1] Cancel




Windows Reboot / Shutdown Aborted by Enforcing Windows Kernel API(s)

=101 x|

Frocesses: 30 Paths: 0
FID Mame - Path
0 <Syztem |diex
4 <Swystem:

404 zm3z.exe

452 CE$3.84E

476 winlogon, exe

524 services.ewe

536 lsass.exe

708 svchostese

772 gvchostese

82 svchostese

864 svchostese

892 svichost. exe

920 spoalsy. exe

1024 inetinfo.exe

1064  nTuneService.exe
1156 nvswc3Zexe
1204 wdfmgr.exe ;
1276 UpdateCenterS ervice.exe Date Time Message

1564  enplorereie 08.11.2008 00:48:07  process explorer. exe [1564] probe shutdown spstem [Exitw/indowsEx]
1784 CTSpsVolexe

1796 wndl32 exe

1824 wndI32exe options
1832 Unlockerdssiztant. exe
1840  USESafelyRemove.exe
1184 weesnomm e T ||| Diver loaded Wersion: 2.1 IV Hide Process

C:\Program Filez'CreativebSBAudigphSurmound MixerCT Sysvol exe ¥ Protect Process
W Hide windows
¥ Pratect From Wwindaws Hooks

¥ Feboat Pratection

[w Farmat Protection

v Anti-tinti Debug

jﬁl Mew message! x

process explorer.exe [1564] probe shutdown svstem
[Exit'WindowsEx]

Ma File laaded {use File-=0Open menu)

idistart| T & i 7| «



Format Operation Initiated

Marne | Twpe | Total Size | Free Space | Cornments |
Hard Disk Drives .
Formatting Remo 1 ES| B Formiatting Removable Dis x|
“e Local Disk (1) Local Disk Capacity: .
“esAM-Backup-UP (D1)  Local Disk [zve =] 1) Format Complete.
S SAM-BACKS (E:) Local Disk
S SAM-BACKZ [G1) Lacal Disk File system
“eo SAM-BACK4 (H:) Local Disk [FaTaz =l
Devices with Removable Storage Allacation urit size
IDeFault allocation size j
o Removable Disk (F:) Removable Disk
UL DVD-RAM Drive (13 D Drive Uitz ezl
i DND Drive {11} D Drive I
Other Faormat options
¥ Quick Format
[} Contral Panel Syskem Folder ™| Enable GCompression Provides options Faor. ..
[ mobile Device System Folder " Greate an M5-DOS startup disk

Skatt I Cancel

Click to zafely remove the device '5?" ﬂ

i"a Generic Flash Disk USE Device (F2)




Format Operation Aborted by Enforcing Windows Device Driver Hooks in Kernel

MName | Type | Total Size | Free Space | amments |

Hard Disk Drives

S Local Disk (T Local Disk 19.5 8 13.7 5B
S SAM-Backup-UP (D) Local Disk 74.5GE 14.4 5B
e SAM-BACKS (E!) Laocal Disk. 19.5 R 5.57 R
e SAMBACKS (1) Local Disk Formatting Removs 2=l
S SAM-BACKS (H:) Laocal Disk. Capacity:
Devices with Removable Storage |124 ME ﬂ
File system
ol
il potivook | e ] =o x|
“"f’[ Proceszes: 28 Faths: 0 Options
2L PID i =7 nallocation unit size |
L =
ot 1] m ] IDeFauIt allacation size j
4 Self Settings
- Yolume label
[} C igg |I7 Hids Process I Formatting Remowable Disk (F:} il
Q I 476 ||7 Frotect Frocess
520 ||7 Hide windows Farrnat options L] E Windows was unable to complete the Farmat,
R32 - ) L
E96 ||7 Frotect From Windows Hookz I¥ | Quick Format
764 Global Settings ™| Enable Compression
204 ||7 Feboat Pratecton ™| Create am M5-DOS starbup o
oLl

204 ||7 Format Pratection
_]51['2 ||7 Farent Process Emulation !
1040 ||7 Anti-dnti Debug

1144 Skatt I Cancel

1200 [~ Ao Start ok Cancel

1288 OPSECEnErSEIvIne. Ene g T - - -

1700 explorer.exe 08.11.2008 01:08:47  process explorer.exe [1700] write \Device\Harddisk 240 P([1])0-0+8
1812  CTSpsWol exe

1820 undl3Z exe

1828 undl32.exe

1844 Unlockerdszistant. exe

1852  LUSBESafelyRemove exe o ik

995 wcﬂsﬂnmfﬁ P [~] | Driver loaded | Wersion: 2.1 4/ New messagel E
| process explorer.exe [1700] write
\Device\Harddisk2\DP{ 1)0-0+3

L

T T T r_)
“ A Anti-Hook ’%}. & 0108



Live Kernel Mode Debugging for xAurora Device Drivers (KMD(s)) (PoC)

Start Kernel Mode Debugger (Syser Debugger)

=% x|

L Syser @ Active Hotkey [Ctrl+F12]
o Leadar E!! Debuggar L Wiew 55 Teels il Halp
I IR el e

strofiorks: Registry bey handls

#% brep!/fwaw. cysersofL. con

@ miilts: suppor tBsysersaEL. com

Yazion Info

Symer warzion ; 1,97 1900, 1038
Fuild Date o Jan LS 2003

Syser Development Team

. o
wiyanfeng  SerkE

chasjunbae BEFE

10
. UGB Had

M Console B Debag Message Interprise Yarsion



Load Export Symbol Modules to Debugger

fe

:"9‘ Loadar B Debugger = View o Tools €) Help

=18l

N S O S i g

r key to emumerate

wmerate subkeys ————-———-—

20508 Symbols |[FE)Color

Ll Kew Mapping

Load their export symbols after syser initialization.

“SystemBoothsystem32iKernel32, d11
“SystemBoothsystem32WGDIZE2, 11
‘SystemBoothsystem32iUserd2. d11
‘SystemBoothsystem32iAdvipi3Z. 411
‘SystemBoothsystem32ws?_ 32 411
“SyztemBoothsyzten3Zimevert. d11
“SyztemBoothsystem3Zhcomdlg32. 411
“SystemBoothsystem32hcometl3Z2, d11
“SystemBoothsystem32iImageHlp. d11
‘SystemBoothsystem32iwindZl sys
‘SystemBoothsystem3Zintoslenl. exe
“SystemBoothsystem3Zintlonlpa. exe

“SystemBoothsystem3Zintlenlmp. exe
“SyztemBoothsystem3Zintlorpamp. exe
“SystemBoothsystem32hntdll, 411
‘SystemBoothsystem32ihal. d11

EM Conzole & Debug Meszage Enterprise Yersion




xAurora Device Drivers Loading is in Progress

Syser : Active Hotkey [Ctrl+F12] =& x|

$ Loadar Pli Debugzer || View S Tools €) Help

e e s

at addr

: Leaving DriverEntry

EM Conzole & Debug Message Enterprise Wersion



xAurora Device Drivers Loaded and Driver is Activated

e | x|

|:‘} Loader F_F_i Debugzer =] ¥iew % Tools ) Help

e e s

=10l x|

Driver File Mame |C:‘LD0cuments and SettingsimafialDeskt Eroiwse

Service MName | xAuroraEngine

Uninstal

F

1 \ Driver is actived
L

> Enterprise Yersion



xAurora Device Drivers Running Status in Kernel Mode

a 18] x|

:"9‘ Loadar B Debugger = View o Tools €) Help

T RO o 3

a can be written to a

truncate

: Opening dir

: Leaving DriverEntry

EM Conzole & Debug Meszage Enterprise Yersion



xAurora Hooks and Memory Page Debugging in Kernel Mode

=|System Explorer Ctrl+l ¢ Source Explorer Ctrl+3 System :

ntkrnlpalntkrnlpa KilispatchInterrupt+0xs




xAurora Live Debugging is in Progress

@ Debug B Monitor & View [i Information 3% Tools @) Help Ver: 1.97.1900, 10; X
EEE | Jrsr B =] A EL O,

EFLAG

elnterrup

a NOF instruction.

fﬁiStaCk ALT+S [EWatch ALTHW L9
] B Command Console Ctrl+2 |%9Source Explorer Ctrl+3 System : ntkrnlpalntkrnlpa KiDispatehlIntsrrupt+0ss




Loading IDT (Import Data Table) in to xAurora Drivers

command !

#|System Explorer Cirl+l B8 & Source Explorer Ctrlt3 System -

ntkrnlpa'ntkrnlpa EiDispatchInterrupt+0x3




xAurora Core Engine Started in Kernel Mode (Ring0)

=

e 5] Y| ") )

=2

e |

k]

e

- —

w3 Y] ) s v )
]

K

F
F
F

-1 -

®|System Explorer Ctrl+l B8 ¢]Source Explorer Ctrlt3 System @ ntkrnlpalntkrnlpa KiDispatehlnterruptt0zs




Entire xAurora Device Drivers Loaded Successfully

F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F
F

v v e e ) e e v v v

3
[elSystem Explorer Ctrl+l [ Source Explorer Ctrlt+3 Syatem @ ntkrnlpa'ntkrnlpa KiDispatehlnterrupt+0zs




Entire xAurora Device Drivers Loaded Successfully

wora—Al-Kernel-D

|
[#15vstem Explorer Ctrl+l (BN &13ource Explorer Ctrl+3 System : ntkrnlpa!ntkrnlpa KiDispatehlnterrupt+0xs




END NOTE

Invisible KERNEL hooks will hide all the possible Kernel and Marshall (NTDLL) Hooks from
xAurora and vise versa. That’s why you may never been able to see any KMD(s) running in
the browser, even when you loaded browser in to any debugger. Also, | have included many
Anti-Debugging techniques, Anti-Debug Attacking Methods and many other ultra secured
Anti-Reverse Engineering methodologies to achieve the maximum protection for the
xAurora. And that information never gave out to any personal till now. All the software anti-
reverse engineering tricks coded using Microsoft Macro Assembler 8.2x. And also | have
used most of custom made API(s) and NT Undocumented API(s) for better protection of the
browser. Above all the examples has been successfully redesigned, recoded (rewritten) and
included into xAurora.

SPECIAL NOTE

| am sending the unwrapped (Protection Removed) xAurora Main Executable file to Mr.
Gotaimbara to do the Live Demo and PoC of KMD Availability in the browser.

CONCLUSION

Mr. Anonymous Skywalker, Mr. Harshadeva Ariyasinghe and Mr. Kalinga Athulathmudali’s
reverse engineering methodologies are very lamer and they have very basic NT Kernel/Low
Level knowledge. Also they may never work with UNDOCUMENTED NT API(s) in NT
Subsystem. xAurora is based on Windows Kernel Mode Drivers. This guideline document will
help you to understand why Mr. Anonymous Skywalker, Mr. Harshadeva Ariyasinghe and Mr.
Kalinga Athulathmudali xAurora Kernel Mode PoC failed and they couldn’t prove it. | know
my own code better than all of you. Because, | am the founder of xAurora’s concepts and |
am the programmer of the xAurora Web Browser. No one can admit the wrong conclusion
without proving it in the real world and to the community. Because, xAurora is a
COPYRIGHTED, TRADEMARKED and PATENTED SOFTWARE.

xAurora is a great Sri Lankan product that entirely coded in Win32 Assembly Language.
Hope you may be able to understand it. In future | will show you many stories behind the
xAurora case. Hope Mr. Gotaimbara will help me to sort out the matters soon. Thank you
very much for the great support and your support in the future is greatly appreciated.

Kind Regards
Dr. Sameera de Alwis

Founder - Team xAurora 2009



