Reply to Mr. Gotaimbara,
Response To: All the bloggers at Mr. Kalinga’s Blog and Anonymous bloggers
What is the Core programming language of xAurora Web Browser?

&
Is xAurora 100% coded in Win32-Microsoft Macro Assembler v8.207?

xAurora Developers Pod Revealed - Visual Approach - PART 1
STRICTLY COFIDENTIAL SOURCE CODE (CATEGORY: CODE RED)

1. Main Base & Directory Structure of the Main Root

[ Al Base

[ AutoSkeltonEXEBuild
|—=)Binary Resource Directory
[—iBrowserHeap

|2 ContralVEH

) CustomAPT

| CustomING

[C)CustomLIB
[—hCustomMacros

[ DLLCodeWrappingEmbedded
|—iFakeProcessCreator
[CS)HybridING

[CITAG4Code

| InteractiveCtoASMLibraryCreation
| InternalSections

| KERMELHooks
|iKernelModeRing0Drivers
|iMaxthonMyIEPluginRender
[iMemoryMGT

[CiMetContral
[CZyMOT-Implemented
|CC)PETools
|CCJResourcePEDATACRYPTOR
[hRingOLinuxLoader

=) SEH for MMXCPU
|xAuroraGF¥RenderGDIPlus
[ixAuraraHEAP

| xAuroraTEXTRenderingEngine

Root Folder Structure
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2. Al Base & Neural Network (Fuzzy Algorithm Based Al Engine)
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* Browser Al Base Trainer




* Neural Network based on FUZZY LOGIC - Central Core Code Library
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3. Browser Skelton EXE Builder BAT Script

L' 486PE-Build.bat - Notepad




4. Resource Directory Root

P e e Y O Y Y Y 0




5. Browser HEAP Control Stack

L' BrowserHeap.Asm - Notepad




6. Browser VEH (Vector Exceptions Handler)

L' ControlVEH.asm - Notepad




7. Custom API for MASM/FASM - Modified & Optimized

hadministrator\Desktop\TRUE FACTS \xAurora Source\CustomAPT

E'. masmaApiCall.api - Notepad

fasmaApiCall.api - -
. BindImageEx, Flags, ImageName, D11Path, symbolPath, StatusRoutine
i - BindIoCompletionCallback, FileHandle, 1Function,Flags
unctions.api Bindvoniker, pmk, grfopt, iidrResult, ppvResult
BitBl1t, hDestDC, x, ¥, nWidth, nHeight, h5rchDC, x5rc, ysrc, duRop
BlockInput, fElockIt
EMAPIAddress, 1Info, Session, UIParam, nEditFields, nRecipients,Recip, Flags, Reserved
EMAPIGetAddress, 1Info, nRecipients, Recipients
EMAPIGetReadMai1,1M5g,MESSage,Reciq,Fi e,0riginator
EMAPIReadMai1,1M5ﬁhnkecipient5,nFi es,5es55ion, UIParam, Flag, Reserved
awindowToTop, nd
BroadcastsystemMessage, dw, pdw, un, wParam, TParam
BErowseForGPo, 1pBrowseInfo
BSTR_UserFree, pLong, pBstr
BSTR_UserMarshal, pLong, pChar, pBstr
BSTR_Usersize, pLong, 1Long, pEStr
BSTR_Userunmarshal, pLong, pChar, pBstr
BstrFromvector, psa, pBstr
BuildCommDCE, 1pDef, Ii’|:.~[)-c3
BuildCommDCBANdTimeouts, 1pDef, 1pDCE, 1pCommTimeouts
BuildExplicitAccesswithName, pExplicitAccess, pTrusteeName, AccessPermissions, AccessMo
BuildImpersonateExplicitAccesswithName, pExplicitAccess, pTrusteeName, pTrustee, Access
BuildImpersonateTrustee, pTrustee, pImpersonateTrustes
BuildsecuritybDescriptor, pOowner, paroup, cCountofAccesseEntries, pListofAccesseEntries, cC
BuildTrusteewithName, pTrustee, pname
Eui1dTrUStEEHitthjectsAndName,pTrustee,pDthame,nbjectType,ubaectTypeName,Inherite
BuildTrusteewithobjectsandsid, pTrustee, pobjsSid, pobjectGuid, pInheritedobjectcuid, psi
BuildTrusteewithsid, pTrustee, p5id
CallMsgFilter, IpMsg, ncode
CallNamedripe, TpNamedrPipeName, 1pInBuffer, ninBuffersize, lpoutBuffer, noutBuffersize, 1
CallNextHoOKEX, hHook, ncode, wParam, 1Param
CallwindowProc, 1pPrevWndrFunc, hwnd, Msg, wParam, 1Param
CancelDC, hdc
CancelDevicewakeupRequest, hDevice
cancelIo,hFile
cance1Ntm5Libraryﬂequest,hsession,1qﬂequest1d
CanceINtmsOperatorRequest, hsession, 1pRequestId
CancelTimerQueuaTimer, TimerQueus, Timer
CancelwaitableTimer, hTimer
Canresour ceBeDependent, hResour ce, hResour cebependent
capCreateCapturewindow, 1pszwindowName, dwstyle, x, v, nwidth, nHeight, hwndParent, nID
capGetDriverDescription,wbDriverIndex, lpszName, cbName, 1pszver, chver

masmApiConst. api
asmApiStruct.api

masmApiWord.api




8. Custom HEADER Files Root for MASM
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9. Custom MACRO Files Root for MASM
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10. Wrap DLL Advanced Procedure

BrowserWrapDLLAdvProcForEmbeddedDl | Stacks.asm - Notepad




11. Browser Protection - Fake Process Creation Stub

! creator.asm - Notepad




12. Hybrid - Cross Programming Control Headers POD
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13. x64 Bit Code for Intel Itanium True 64 Bits & AMD Opteron Code for xAurora

L ias4codebasemai.asm - Notepad
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14. Interactive C++ to Win32 Assembly Language Cross Library

! CutomlibFile.asm - Notepad




* Browser Forward Bridging Control Library for C++ 2 Win32 Assembly x32 - i386

L' BrowserForwardCPPBridgeForWin32ASMModule.asm - Notepad




15. xAurora Internal Core Stacks & Handler Library Stacks

T e e e )6 e NN E N E o dE 1 E A N6 DN E N NE o D E N NN E ) N E 06 6 dE )




* ODBC Control Stack for xAurora

L' BrowserODBCControl.asm - Notepad




*Win32 XP/VISTA Browser Manifest Control Stack

L' BrowserManifestControl.asm - Notepad




* xAurora Windows Error Control Library Stack

ErrorCtrl.asm - Notepad




* xAurora Dynamic INI File Injection Procedure

L' BrowserBinaryDynamicINIFileInjectionProcedure.asm - Notepad
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* xAurora Low Level BIOS Information Handler

d

L' BrowserBIOSInformationHandler.asm - Notepad
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* Browser Brute Force Control Stack for RSA 1024 Algorithm

ed

L' BrowserBruteForceControlForRSA1024.asm - Notepad
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* Calculation Vectors

kd

L' BrowserCalculationVectorsof64Bits.asm - Notepad
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* xAurora EXE Compression/Encryption Stub

L' BrowserEXECompressionProcedure.asm - Notepad
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* EXE Key Stack Control Vectors

BrowserEXEKeystackCreator.asm - Notepad
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* Mouse Control Hooks

L' MouseControlHooks.asm - Notepad
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* xAurora EXE Self Repair Section

I\ xAuroraPESelfRepaireSectioningstack.asm - Notepad
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* Simple Collector - Embedded Mini Notepad Control

L' BrowserllotepadEmulatorEngineForSimpleCollector.asm - Notepad
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* Skin Control Stack

L BrowserskinCtristack.asm - Notepad
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* Self Modify Procedure - Hybrid C++ & Win32 Assembler Stack

L' BrowserselfModifyStack.asm - Notepad
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* xAurora Registry Control Stack

BrowserRegistryOperations.asm - Notepad
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16. xAurora Highly Confidential KERNEL MODE INTERNAL CODE HOOKS/STACKS
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17. Browser Interrupt Hook Spy Class via Ring0

BrowserInterruptHookSpyClassViaRing0.asm - Notepad




18. Browser Marshall Ring3 Ring0 Bi-Behavior Stealth Mode Device Driver Loader

L' BrowserMarshellRing3Ring0BiBehaviorStealthModeDeviceDriverl oader.asm - Notepad




19. Browser Stealth Mode Device Driver Stack

L' BrowserstealthModeDeviceDriverstack.asm - Notepad




20. Browser RingO0 Service Loader

BrowserRing0Servicel oader.asm - Notepad




21. Browser Ring0 Device Driver

Ring0DeviceDriver.asm - Notepad




22. Browser Interrupt Fool Device Driver

BrowserInterruptFoolDeviceDriver.asm - Notepad




23. Browser Kernel Mode Driver Loader for Interrupt Fool

BrowserKernelModeDriverLoaderForInterruptFool.asm - Notepad




24. Root Core Files

2] Browser Tiny Loader Stub.asm
|:éj BrowserPESelfCryptorDecryptorMainStub. asm

xAuroraAlAntiCrackSelfLearnLoader. asm
xAuroraHT TPDownloadModule. asm

wAuroraHT TPStackMassThreadActivator. asm
wAuroraHT TPStackVerificationFilterModule. asm
wAurorakernelProcessCtrl.asm
wAuroraLoader.asm

wAuroraMaininterface.asm
xAuroraRAWCodeThunk.asm
xAuroraRinglactivate.asm
wAurorasSDDKSelfDriverDevelopmentkitLoader . asm
wAuroraselfRebuildMechanism. asm
wAuroraToRing0. asm
wAuroraWin32ProtectedMode. asm

= | wAuroraWerldFirstRealtimeMeuralPackingUnpackingProcedure. asm

o




END NOTE

xAurora Web Browser was entirely written in 100% Pure Win32 Macro Assembler. Therefore,
xAurora is a very handy, Intelligent and very hardy web browser. Entire KMD(s) coded also in
Win32 ASM to show the strength. This is the 1st and only web browser in the world of this
kind.

SPECIAL NOTE

For any reason | am NOT going to release the xAurora Web Browser Confidential Source
Code to any authority/party. And even | DO NOT sell this. This browser is dedicated to MY
MOTHER’S POOR LOST SOUL. This is going to be a FREEWARE forever and Closed Source.
This is deemed official and final.

CONCLUSION

Kalinga’s blog members do not have any clue to identify the coding language and they did
not spend a minute for that. But truth remains always. xAurora is a proud innovation from
motherland Sri Lanka and entirely coded in Win32 Assembly Language. This guideline
document will help you to understand the coded language of xAurora Web Browser.

| know my own code better than all of you. Because, | am the founder of xAurora’s concepts
and | am the programmer of the xAurora Web Browser. No one can admit the wrong
conclusion without proving it in the real world and to the community. Because, xAurora is a
COPYRIGHTED, TRADEMARKED and PATENTED SOFTWARE.

xAurora is a great Sri Lankan product that entirely coded in Win32 Assembly Language.
Hope you may be able to understand it. In future | will show you many stories behind the
xAurora case. Hope Mr. Gotaimbara will help me to sort out the matters soon. Thank you
very much for the great support and your support in the future is greatly appreciated.

xAurora Developers Pod Revealed - Visual Approach - PART 2 will be available
soon on Gotaimbara’s Blog.

Kind Regards
Dr. Sameera de Alwis

Founder - Team xAurora 2009



