Reply to Mr. Gotaimbara,

Response To: All the bloggers at Mr. Kalinga’s Blog and Anonymous bloggers

What is the Core programming language of xAurora Web Browser?

&

Is xAurora 100% coded in Win32-Microsoft Macro Assembler v8.207?

xAurora Developers Pod Revealed - Visual Approach - PART 2

STRICTLY COFIDENTIAL SOURCE CODE (CATEGORY: CODE RED)

1. Kernel Hooking Segment Core Root

|-,J C:\Documents and Settings‘\Administrator\Desktop \TRUE FACTS\xAurora Source \WERMNELHoaoks

| ) AntiSpyHooksStacks

|)Browser Anti Ring 3 Switcher

| Browser API Core

|__)Browser API Emulation Core Procedure

| ) Browser Hook Control for MASM - 9x Subsystem
| ") Browser Hook Control for MASM - NT Subsystem
|__JBrowser Hyper 32 Control - Ring0 for MASM
| Browser L5ASS Hook Process Code
|__JBrowser SEH Base Shell

| Browser SEH Messages Control Section

| Browser Stealth API Contral

| ) Browser System Event CRT Hook Procedure
| Browser Thread Eject Procedure

| ) BrowsersIBypasser

|__J Command Line Parse for Windows Hooks
|_~J Command Line Parser for Kernel

| _1DControl Kernel {Secured) Stub for xAurora in MASM
|JDControl Stub for xAurora in MASM

|JDLL Execution Stack for MASM

|_Z)DLL Hook Stack

| —JHook Contral Procedure for xAurora

| Internet Explorer Hooking Code for xAurora
| ) Kernel Hook Attach Control Set-1
|__JKernel Hook Attach Control Set-2

| Kernel Image Base without APT

| __JKernel Offset and APIs Entries

| ") PE Execution Stack for MASM

| __JProcess Timer Hooks

|JRAW Crypto Section for Data in xAurora
|__JResThread Control

| __JRingd Hook Hijacker Procedure

| System Process Calls For Info

| Terminate Stack Procedure

| Thread Suspend Procedure for xAurara

| ¥¥D Hook Control Base for Windows 9x

|JxAurora Own Process Self Save Module

2] 18BitstackDebugTracer.asm

[Z] AntiEPMProtection.asm

] antiBS0D. Asm

r‘.;_] AntiDebuggerDetection.asm

E] AntiFroglCEProtection.asm

[5_] AntiPatchProtection.asm

[Z] AntPROCDUMP. asm

|£] AntiSDRProtection.asm

E] AntiSoftICERing0DetectorRemaver . asm

[;_] AntiVirusSelfRepairProcedure. asm

|:;_] APICrackingModule. asm

|Z] APIENableDisableStack. asm

r‘.;_] APIHashSegment.asm

|:.;_] APIHookCallbackHacker asm

r‘.;_] APIHookCallbackStadk.asm

] APTHookClassMain. asm

r‘.;_] APIHookMonitor.asm

E] BrowserAntiDebugagingHeapContral. asm

[.5_] BrowserAntiDebuggingLoader. asm

E] Browser AntiDebugagingWithLog JUMPS. asm

[5_] BrowserAntiDebuglsingSpedal JUMPProcedures. asm
E] Browser AntiPETracerProtection.asm

[;_] BrowserDeadlockInturruptForceProcedure. asm
|:;_] BrowserForeignProcessAntiDump.asm

|:.;_] BrowserFunctionalkeyStack.asm

|:;_] BrowserGenericWin32Process. asm

|:.;_] BrowserGrabAPISectionStack. asm

r‘.;_] BrowserInterrupt{INT 3)HandlingProcedure. asm
] BrowserInterruptBasedHardwareBreakPointStack.asm
r‘.;_] BrowserInterruptBasedSoftwareBreakPointStadk.asm
E] BrowserIsDebuggerPresentProcedure. asm

r‘.;_] BrowserkeyboardInit. asm

2] Browserkeyboardstack. asm

[5_] BrowserMouseHookClass, asm

r.z=‘j BrowserSEHKilFrameCode. asm

[:.;_] BrowserSystemSuspendCirl.asm

r.z=‘j BrowserThreadUninterruptibleStack.asm
[:.;_] BrowserTinyTSRInterruptHandlerClass.asm
[E‘j Browser\Win325ystemServiceCreationProcedure.asm
[Z] DebugWindow. asm

%] DEntrypeintHijack.asm

Z] DiLoaderstub.asm

r}j DlMainHooksMadule, asm

[:.;_] DropResYirtualMemoryProc, asm

r}j ErrorCheckLoader.asm

Z] ForceDLL StaticInjection. asm

r}j ForceShutdown.asm

r.z=‘j HijackingLiveProcThreads. asm

r}j IniFileCreate,asm

r.z=‘j LiveProcBreakInModule.asm

[Z] MacroCaller.asm

[E‘j ProtectIDTGDTLDTSegments.asm

[z] RealProtectedModeStack. asm

[}j SoftICEBuster.asm

[:.;_] SystemCPUTimesQuery. asm

r}j ThunkAPISegment.asm

[Z] TimeOfTheSystemController.asm

r}j VBAAPIRenderer.asm

r.2=‘j VXDMemaryStadk. asm

r}j V¥DFluginsHeapControl.asm

Z] v¥DPublicStack.asm

%] WinClasshWNDCreate, asm




2. Browser Stealth API Control Stack

L StealthAPLasm - Notepad




3. DLL Execution Stack

I DLLExecutionStack.asm - Notepad




4. DLL Hook Stack

! xAuroraDLLHook.asm - Notepad




5. Internet Explorer Hooking Code

L iehookformasm.asm - Notepad

I iehookformasm.asm - Notepad




6. Anti Debugger Code - Basic
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7. Browser Anti-Patch Protection
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L AntiPatchProtection.asm - Notepad
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8. Browser Keyboard Stack
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9. Browser Mouse Hook Class
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10. Browser Hijacking Live Process Threads

I HijackingliveProcThreads.asm - Notepad




11. Browser Default INI File Creation
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12. Browser Real-Protected Mode Stack

I\ RealProtectedModeStack.asm - Notepad
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* Memory Management Stack
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13. Browser Memory Control Stack

o' mem.inc - Notepad




14. Memory Copy Protection Procedure

L\ MemCopyMainSecurity.asm - Notepad







15. Browser RPC (Remote Procedure Call) Functions

! RPCHooks.asm - Notepad




16. Browser Inter Process Communications (IPC) Client-Server

|_! BrowserInterProcessCommunications(IPC)Server.asm - Notepad




17. Data Packet Sniffer

I\ sniffer.asm - Notepad




18. Browser Proxy Control Stack

I ProxyCtriStack.Asm - Notepad




19. TCP/IP Socket Connections

[\ tcpipconnect.asm - Notepad
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20. Browser DNS Traffic and DNS Stack

L DNSTrafficStack.asm - Notepad
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21. xAurora Proxy Management Main Module

I\ xAuroraProxyManagementMainModule.asm - Notepad
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22. Browser Voice (SAPI) Module - NOT IMPLEMENTED

" VoiceModule.asm - Notepad




* PE Data Encryption Segment
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23. Resource Cryptor LIB for xAurora

I\ resoucecryptor.asm - Notepad




24. Browser Multi Resources Binder

L' MultiResourcesBinderstub.asm - Notepad
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25. Browser RAW MMX CPU Instructions Handing Code

L mmxCPU.asm - Notepad

W MMX CPU Instructions Handing Code




* xAurora GFX/TEXT Render GDI Plus

3

oo e

26. GfXTEXT Renderer Base Core

! gfxrender.asm - Notepad




27. Tray Icon Control for xAurora

I trayiconctrlasm - Notepad




28. Browser Heap Control

I\ xaurora.asm - Notepad




29. Browser TEXT Rendering Engine

I betctrl.asm - Notepad




30. Browser PE Self Cryptor/Decryptor Main Stub

L' BrowserPESelfCryptorDecryptorMainStub.asm - Notepad
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31. xAurora WORLD' FIRST Al SELF LEARN ANTI CRACK LOADER

I\ xAuroraATAntiCrackSelfLearnLoader.asm - Notepad
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32. xAurora HTTP Download Control Module

xAurora HTTP Download control ModuTe

I\ xAuroraHTTPDownloadModule.asm - Notepad
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33. Browser HTTP Stack Mass Thread Activator

)
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I\ xAuroraHTTPStackMassThreadActivator.asm - Notepad

=
I
I
I
I
[
I
I
I
I
I
I
I
I
[
I
I
Il
=
[
(=
(=
(=
=
=
(=
(=
=
=)
i
B
=]
=]
=]




34. Browser HTTP Stack Verification/Filter Module

I\ xAuroraHTTPStackVerificationFilterModule.asm - Notepad
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35. Browser Kernel Process Control Base

-
-]
=%
o

)
[=]
G
E
7
q

=

b

o
7
7
a
=]
2
g

&
o
=
£
L'
x
L]
g
5
g
3

I e |




36. xAurora RAW - Win32 Loader Stub
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37. xAurora Main Interface

L

ora Main Inter

xAuroraMainInterface.asm - Notepad
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38. Browser Ring0 Activator




39. xAurora (SDDK) Self Driver Development Kit Loader

I
[ ]
I xAurorasDDKSelfDriverDevelopmentKitLoader.asm - Notepad
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40. xAurora Self Rebuild Mechanism

_ﬂ C:'\Documents and Settings\Administrator\Desktop\TRUE FACTS \xAurora Source

[P xAuroraselfRebuildMechanism.asm - Notepad

xAurora Self Rebuild Mechanism
By. Dr. Sameera de Alwis
Sri Lanka

CONFIDENTIAL - CODE RED

. 3Bo
.model flat, stdcall
option casemap:none

INCLUDELIE ForceLibrary.1ib
INCLUDE ForceLibrary. INC

INCLUDELIE msvcrt. 1ib
INCLUDE msvert. inc

: prototypes

;
unpackpaPEStub PROTO :LPSTR

ProcessExecutable PROTO

DumpAndsave PROTO

DbgwndProc PROTO :HWND, SUINT, WPARAM, LPARAM
DbgwindowProc PROTO :LPVOID

Createbbgwindow PROTO

mems et PROTO :LPVOID, :DWORD, :DWORD

ISNT PROTO

PasteTradeMark PROTO :LPVOID, :LPSTR

ProcessLibrar* PROTO

ExceptionHandler PROTO :LPVOID

Hand1eEntryHookExct PROTO :LPVOID

LibraryGetProcHook PROTO

WriteFileByte PROTO :LPSTR, :DWORD, :BYTE
pumpandsaveLibrary PROTO

FixPEImage PROTO

MemToFile PROTO :LPSTR, :LPVOID, :DWORD
ExtractFileName PROTO :LPSTR, :DWORD

GetFileExt PROTO :LPSTR, :DWORD

Assemblelump PROTO :LPVOID, :LPVOID
HookkiuserexceptionDispatcher PROTO :LPWOID
unhookkiuserexceptionDispatcher PROTO

GetsizeofExtrabData PROTO :LPVOID, :DWORD, :LPVOID

EQU DWORD PTR
EQU WORD PTR

B EQU BYTE PTR

VA_SHARED EQU 08000000h

WM_DEBUGGEE_GETPROC_CALL EQU WM_USER + "y"

DEPACK_WAIT_COUNT EQU 3000

DEBUGGEE_KILL_VALUE EQU 4321

DB
DB

08Bh, 04ch, 024h, 004h

KUED_Entryl
08Bh, Olch, 024h, 000h

KUED_Entry?2

O DD DD DooCOn

szUnpackedLib
szLoadu32err
sz5ign

XarRB??

XarRel

XarRB2

DB
DE
DB
DB
DB
DE

"RAUrora.exe", 0

" "

"unsupported”, 0
"xAurora 1.000", 0
"xAurora 2.000", 0

OFN_SAVE_FLAGS EQU

sZNtD11 DB "NTDLL", O

szKiUserExXctDisp DB "KiuserexceptionDispatcher”
szNtCont DB "NCContinue”,

; Undocumented flag for "virtualAlloc” to get shared memory
; on 9x%/ME

OFN_FILEMUSTEXIST + OFN_PATHMUSTEXIST + OFN_LONGNAMES + OFN_EXPLORER + %
OFN_HIDEREADONLY + OFN_OVERWRITEPROMPT

, 0

7 MOV ECX,
MOV EBX,

[ESP + 4]

4 b
=4 (4 bytres)

(3 bytes)

f
"xAurora EXE", 0, "xAurora.exe", 0, "xAurora”, 0, "xAurora.exe", 0, 0

sZNoPromptArg DB "/NO_PROMPT", 0

szCUroir DE ".",0

szFilter DB

szofnallrilter DB "xAurora"”,0, "xAurora.exe",0,0
szofnopen DE "xAurora.exe",0

szofnsave DB "xAurora.exe",0

szU32 DE "USER32",0

5ZK32 DB "KERNEL32",0

szZGetProcaddress DE "GetProcAddress™,0
szsendvessage DB "Sendvessagea”,0

szVATllocEx pE "virtualAlTlocex", 0O

SZVFrecEx DB "virtualFresEx", 0

szwndCls DE "EVENT LOG WINDOW",0
szwndTitle DE "xaurora Self Rebuild stub”,0
szUnpacked DB "xAurora.exe",0

; extension must be stamped

"Couldn’'t force debuggee to load uUser3z.d11",0

N

-



41. To Ring0 for xAurora
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42. xAurora World First Realtime Neural Packing Unpacking Procedure
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! xAuroraWorldFirstRealtimeNeuralPackingUnpackingProcedure.asm - Notepad
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END NOTE

xAurora Web Browser was entirely written in 100% Pure Win32 Macro Assembler. Therefore,
xAurora is a very handy, Intelligent and very hardy web browser. Entire KMD(s) coded also in
Win32 ASM to show the strength. This is the 1st and only web browser in the world of this
kind.

SPECIAL NOTE

For any reason | am NOT going to release the xAurora Web Browser Confidential Source
Code to any authority/party. And even | DO NOT sell this. This browser is dedicated to MY
MOTHER’S POOR LOST SOUL. This is going to be a FREEWARE forever and Closed Source.
This is deemed official and final.

CONCLUSION

Kalinga’s blog members do not have any clue to identify the coding language and they did
not spend a minute for that. But truth remains always. xAurora is a proud innovation from
motherland Sri Lanka and entirely coded in Win32 Assembly Language. This guideline
document will help you to understand the coded language of xAurora Web Browser.

| know my own code better than all of you. Because, | am the founder of xAurora’s concepts
and | am the programmer of the xAurora Web Browser. No one can admit the wrong
conclusion without proving it in the real world and to the community. Because, xAurora is a
COPYRIGHTED, TRADEMARKED and PATENTED SOFTWARE.

xAurora is a great Sri Lankan product that entirely coded in Win32 Assembly Language.
Hope you may be able to understand it. In future | will show you many stories behind the
xAurora case. Hope Mr. Gotaimbara will help me to sort out the matters soon. Thank you
very much for the great support and your support in the future is greatly appreciated.

End of xAurora Developers Pod Revealed - Visual Approach - PART 1 & 2.

Hope you all enjoyed lot....!!!

Kind Regards
Dr. Sameera de Alwis

Founder - Team xAurora 2009



